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    Exgit

Pure-Elixir git. Clone, fetch, and push over smart HTTP v2 — no git binary, no libgit2, no shelling out.
{:ok, repo} = Exgit.clone("https://github.com/elixir-lang/elixir")

{:ok, head} = Exgit.RefStore.resolve(repo.ref_store, "HEAD")
{:ok, commit} = Exgit.ObjectStore.get(repo.object_store, head)
# => %Exgit.Object.Commit{message: "...", tree: <<...>>, ...}
Clones into memory by default. Every operation returns a new repo struct — no processes, no side effects, no disk unless you ask for it.
Installation
def deps do
  [{:exgit, "~> 0.1.0"}]
end
Quick start
Clone and read a file
{:ok, repo} = Exgit.clone("https://github.com/user/repo")

# Resolve HEAD to a commit
{:ok, sha} = Exgit.RefStore.resolve(repo.ref_store, "HEAD")
{:ok, commit} = Exgit.ObjectStore.get(repo.object_store, sha)

# Walk the tree to find a file
{:ok, tree} = Exgit.ObjectStore.get(repo.object_store, Exgit.Object.Commit.tree(commit))
{_mode, _name, blob_sha} = Enum.find(tree.entries, &match?({_, "README.md", _}, &1))

{:ok, blob} = Exgit.ObjectStore.get(repo.object_store, blob_sha)
IO.puts(blob.data)
Clone to disk
{:ok, repo} = Exgit.clone("https://github.com/user/repo", path: "/tmp/my-clone")
Lazy clone (for agents)
# Fetches refs only — no objects — in milliseconds. Returns a
# %Repository{mode: :lazy}.
{:ok, repo} = Exgit.clone("https://github.com/torvalds/linux", lazy: true)

# Objects are fetched on demand and cached in the repo struct. Thread
# the updated repo forward so subsequent calls reuse the cache:
{:ok, {_mode, readme}, repo} = Exgit.FS.read_path(repo, "HEAD", "README")
{:ok, {_mode, mkfile}, repo} = Exgit.FS.read_path(repo, "HEAD", "Makefile")

# For streaming ops (walk/grep) convert to an eager repo first —
# streaming uses pure reads and wouldn't make progress on a lazy
# repo. `materialize/2` prefetches everything reachable from `ref`
# and flips the repo's mode to :eager in one step:
{:ok, repo} = Exgit.Repository.materialize(repo, "HEAD")
matches = Exgit.FS.grep(repo, "HEAD", "TODO", path: "**/*.c") |> Enum.take(10)
Partial clone (server-side filter)
# The server ships a pack with refs + commits + trees but NO blobs.
# Blobs are fetched on demand as `FS.read_path/3` touches them. Much
# cheaper than a full clone of a multi-GB repo.
{:ok, repo} = Exgit.clone("https://github.com/torvalds/linux",
  filter: {:blob, :none})
The Promisor cache lives inside the %Repository{} struct — pure value,
no processes. Two tasks holding the same struct see the same cache;
discarding the returned struct simply means subsequent lookups will
refetch. Perfect for agent loops that want snapshot semantics.
The on-disk format is a standard bare git repo — git log, git fsck, and friends all work on it.
Private repos
auth = Exgit.Credentials.GitHub.auth("ghp_your_token")
{:ok, repo} = Exgit.clone("https://github.com/org/private-repo", auth: auth)
Credential helpers for GitHub, GitLab, Gitea, Bitbucket Cloud, and generic basic/bearer auth:
Exgit.Credentials.GitHub.auth(token)           # PAT via x-access-token
Exgit.Credentials.GitLab.auth(token)           # OAuth via oauth2 username
Exgit.Credentials.Gitea.auth(token)            # Bearer token
Exgit.Credentials.BitbucketCloud.auth(u, p)    # App password
Exgit.Credentials.basic(user, pass)            # Generic basic auth
Exgit.Credentials.bearer(token)                # Generic bearer token
Create objects and push
alias Exgit.{ObjectStore, RefStore}
alias Exgit.Object.{Blob, Tree, Commit}

{:ok, repo} = Exgit.clone("https://github.com/user/repo",
  auth: Exgit.Credentials.GitHub.auth(token))

# Build a new commit
blob = Blob.new("hello world\n")
{:ok, blob_sha, store} = ObjectStore.put(repo.object_store, blob)
repo = %{repo | object_store: store}

tree = Tree.new([{"100644", "hello.txt", blob_sha}])
{:ok, tree_sha, store} = ObjectStore.put(repo.object_store, tree)
repo = %{repo | object_store: store}

{:ok, parent} = RefStore.resolve(repo.ref_store, "refs/heads/main")

commit = Commit.new(
  tree: tree_sha,
  parents: [parent],
  author: "Alice <alice@example.com> #{System.os_time(:second)} +0000",
  committer: "Alice <alice@example.com> #{System.os_time(:second)} +0000",
  message: "Add hello.txt\n"
)

{:ok, commit_sha, store} = ObjectStore.put(repo.object_store, commit)
repo = %{repo | object_store: store}

{:ok, ref_store} = RefStore.write(repo.ref_store, "refs/heads/main", commit_sha, [])
repo = %{repo | ref_store: ref_store}

# Push
transport = Exgit.Transport.HTTP.new("https://github.com/user/repo",
  auth: Exgit.Credentials.GitHub.auth(token))
{:ok, result} = Exgit.push(repo, transport, refspecs: ["refs/heads/main"])
Walk commit history
Exgit.Walk.ancestors(repo, head_sha)
|> Stream.take(10)
|> Enum.each(fn commit ->
  IO.puts("#{Exgit.Object.Commit.sha_hex(commit)} #{String.trim(commit.message)}")
end)
Diff two trees
{:ok, changes} = Exgit.Diff.trees(repo, old_tree_sha, new_tree_sha)

for %{op: op, path: path} <- changes do
  IO.puts("#{op} #{path}")
end
# added    lib/new_file.ex
# modified lib/existing.ex
# removed  old_file.ex
Working with the workspace (agent loop)
Exgit.Workspace is a working tree on top of a ref. Reads pass
through to the ref until a write happens; each write produces a new
in-memory tree SHA, so every state of the workspace is a real git
tree object — snapshots are 20-byte values, branching is free,
commits are an O(1) hash-and-store.
ws = Exgit.Workspace.open(repo, "main")

{:ok, ws} = Exgit.Workspace.write(ws, "lib/foo.ex", new_source)
{:ok, ws} = Exgit.Workspace.rm(ws, "lib/old.ex")

{:ok, content, ws} = Exgit.Workspace.read(ws, "lib/foo.ex")
{:ok, [{:modified, "lib/foo.ex"}, {:deleted, "lib/old.ex"}], ws} =
  Exgit.Workspace.diff(ws)

{:ok, commit_sha, ws} =
  Exgit.Workspace.commit(ws,
    message: "agent: refactor",
    author: %{name: "agent", email: "agent@example.com"},
    update_ref: "refs/heads/agent-turn-1")

# Snapshot is an opaque value — persist it and replay later
saved = Exgit.Workspace.snapshot(ws)
ws = Exgit.Workspace.restore(ws, saved)
The struct is a plain value, so branching the agent's state for
parallel exploration is just ws_b = ws_a — both diverge
independently from there.
Mounting through :vfs
If you depend on :vfs, an
Exgit.Workspace ships a VFS.Mountable defimpl so it composes
with other backends (in-memory scratch, postgres, S3) under one
mount table. Capabilities: [:read, :write, :lazy].
fs =
  VFS.new()
  |> VFS.mount("/repo", Exgit.Workspace.open(repo, "main"))
  |> VFS.mount("/scratch", VFS.Memory.new())

{:ok, content, fs} = VFS.read_file(fs, "/repo/lib/foo.ex")
{:ok, fs} = VFS.write_file(fs, "/repo/lib/foo.ex", new_source)
:vfs is an optional dependency; Exgit.Workspace is fully
usable without it.
Performance
Every hot path emits :telemetry
span events. Benchmark harness: bench/review_bench.exs. Full
results + methodology + caveats:
docs/PERFORMANCE.md.
Steady-state Exgit.FS.grep across three real GitHub fixtures:
	Fixture	Files	Pack	Warm grep
	ivarvong/pyex	275	1.2 MB	11 ms
	cloudflare/agents	1,418	4 MB	58 ms
	anomalyco/opencode	4,600	~30 MB	451 ms

Near-linear scaling at ~40-100 µs per file. The one-time
clone → prefetch setup is network-dominated (GitHub HTTPS
round-trips, pack bytes over the wire). Steady-state reads run
entirely against the in-memory cache — no syscalls, no network,
no shelling out.
{:ok, repo} = Exgit.clone("https://github.com/cloudflare/agents", lazy: true)
{:ok, repo} = Exgit.FS.prefetch(repo, "HEAD", blobs: true)

# All subsequent reads are ~10-500 ms depending on file count, no
# network. Run as many as you want against the same repo struct.
Exgit.FS.grep(repo, "HEAD", "agent", case_insensitive: true)
|> Enum.to_list()
Attaching your own handler
:telemetry.attach_many(
  "my-tap",
  [
    [:exgit, :transport, :fetch, :stop],
    [:exgit, :object_store, :get, :stop],
    [:exgit, :fs, :grep, :stop]
  ],
  fn event, m, md, _ ->
    us = System.convert_time_unit(m.duration, :native, :microsecond)
    IO.puts("#{inspect(event)}  #{us} us  #{inspect(md)}")
  end,
  nil
)
Zero cost when no handler is attached. Bridges to OpenTelemetry via
opentelemetry_telemetry.
Architecture
Four layers, each usable independently:
Objects        Storage         Walking          Transport
Blob           ObjectStore.*   Walk.ancestors   Transport.HTTP
Tree           RefStore.*      Walk.merge_base  Transport.File
Commit                         Diff.trees
Tag
ObjectStore and RefStore are protocols with two implementations:
	Memory — pure values, default for clones. Objects stored zlib-compressed, decoded on demand.
	Disk — standard git loose-object format. Reads packfiles. Atomic writes.

Every mutating operation returns the updated store. Thread the repo struct through your code, or wrap it in a GenServer — your call.
What this is not
	Not a git CLI replacement. No porcelain commands — consumers build those on top.
	Not a working-tree manager. No checkout, no staging area writes.
	Not a merge engine. No three-way merge or conflict resolution.
	Not a server. Client-side only.

Status
Pre-1.0. Two rounds of staff-engineering review are closed; the
library has a defended threat model (see
SECURITY.md) and a growing regression corpus of
CVE-class tests, but we've not claimed "production-hardened" —
that's a v1.0 stamp that waits on (a) a stated SLA for each
defended boundary, (b) explicit fuzz-corpus regression cases for
every historical finding, and (c) stability of the Promisor/
{:ok, result, repo} threading model.
What's in place:
	Ref-name validation at the transport boundary AND
defense-in-depth at every RefStore.Disk entry point. Symbolic
refs read off disk are re-validated before being followed.
	Tree entry-name validation at Tree.decode/1. Hostile trees
containing .., /foo, \0, or case-insensitive .git /
.gitmodules are rejected before they reach FS operations or a
future checkout.
	Commit / Tag hex-header validation at decode/1. Accessor
calls (Commit.tree/1, Commit.parents/1, Tag.object) are
infallible — a hostile remote cannot DoS walks, diffs, pushes,
or FS lookups with a non-hex header.
	Credentials are host-bound by default, with ASCII-case-folded	trailing-dot-stripped normalization. %Credentials{} has a
custom Inspect impl that redacts tokens.


	Every decoder returns {:error, _}, never raises.
Property/fuzz tests across Pack.Reader, Pack.Delta,
Pack.Common, Index.parse, config, commit, tag, tree.
	Pack parse memory is bounded: :max_pack_bytes (2 GiB),
:max_object_bytes (100 MiB), :max_resolved_bytes (500 MiB).
	Loose-object zlib decompression is wrapped in try/rescue —
corrupt on-disk objects return {:error, :zlib_error}.
	Pack-reader zlib tracking uses :zlib.safeInflate/2 +
:zlib.inflateEnd/1 probes. No :zlib.uncompress/1 on untrusted
input; per-probe output is bounded.
	merge_base/2 is O(Q) per iteration (not O(Q²)). Large
shared-history repos work in milliseconds.
	:file.pread/3 for disk pack lookups, with a size-probed
tail read — objects larger than 128 KiB decode correctly.
	Promisor cache supports :max_cache_bytes with FIFO-by-commit
eviction for long-running agent loops.
	Protocol v2 symrefs — Exgit.clone/2 picks the server's
actual HEAD target instead of guessing main/master.
	870 tests (52 properties), 0 failures across the default,
slow, and real_git tiers; live-integration and authenticated
tiers run in CI on top.
	CI gates: three-tier matrix on ubuntu-24.04 — Elixir 1.20 /
OTP 29 (primary: warnings-as-errors, Credo, Dialyzer, format
check, partial-clone roundtrip against GitHub), plus 1.19 / OTP 28
and 1.17 / OTP 27 (minimum-supported) compile-and-test tiers, and
a consumer-install smoke test of the built hex package.

See CHANGELOG.md for details and
SECURITY.md for the threat model.
Versioning
Exgit follows Semantic Versioning. The public
API for SemVer purposes is:
	Exgit.clone/2 (with :lazy, :filter, :path, :if_unsupported,
:remote options), fetch/3, push/3, init/1, open/1
	Exgit.FS.* (every public read_path, ls, stat, exists?,
prefetch, walk, glob, grep, write_path)
	Exgit.Object.* (Blob, Tree, Commit, Tag struct shape)
	Exgit.Credentials.*
	Exgit.Transport protocol + Exgit.Transport.HTTP.new/2
	The :telemetry event shapes documented in Exgit.Telemetry

Anything not in this list (including private modules, @doc false
helpers, internal protocol functions) may change in any release.
0.x releases are permitted to break the public API with a
CHANGELOG entry and migration notes. From 1.0 onward, breaking
changes require a major-version bump.
Functions annotated @doc experimental: true — currently
FS.prefetch/3 and Repository.materialize/2 — are explicitly
exempt from SemVer guarantees until marked stable. The whole
Exgit.Index module is likewise experimental (see its @moduledoc)
and may change in any release. The :lazy and
:filter options on Exgit.clone/2 are also experimental: the
threading contract ({:ok, result, repo} shape) may evolve before
v1.0.
See CHANGELOG.md for release notes and
SECURITY.md for the threat model and disclosure
policy.
License
MIT


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
[0.1.0] — 2026-07-01
Initial release: pure-Elixir git client for clone, fetch, push over
smart HTTP v2, with lazy partial-clone support and a path-oriented FS
API for agents.
See README and BENCHMARKS on the smoketest
repo.
Security — credential redaction + ref bounds
	Telemetry no longer leaks URL-embedded credentials. A token
embedded in a remote URL (https://token@host/…, as git clients
commonly accept) is now redacted to *** before the URL enters any
:telemetry span metadata (ls_refs, fetch, push) or the
[:exgit, :security, :ref_rejected] event. Previously such a token
could reach telemetry exporters / log aggregators. Prefer the
:auth field regardless — it was already redacted.
	ls-refs responses are capped at 1,000,000 refs. A hostile or
broken server can no longer stream unbounded refs into client
memory; the transport stream halts once the cap trips and the
caller gets {:error, {:too_many_refs, cap}}. Tunable via the
:max_refs option on Exgit.Transport.HTTP.new/2. Real repos
(linux, esp-idf) sit far below the default.
	Dependencies bumped to clear HTTP-stack advisories. req
0.5.17 → 0.6.2 and mint 1.7.1 → 1.9.0 resolve the decompression-
bomb DoS (CVE-2026-49755), multipart header injection
(CVE-2026-49756), and HTTP/2 CONTINUATION flood (CVE-2026-49754).
The cross-origin credential-leak test suite was re-run against the
new req line. The only remaining mix hex.audit advisories are in
cowlib, reachable solely through the only: :test bypass
dependency — never part of the published package or a consumer's
runtime.

Notes
	The optional :vfs integration depends on the pre-1.0 vfs
package (~> 0.1.0), which itself depends on exgit. The cycle is
handled with runtime: false + a compile-time Code.ensure_loaded?
guard, but treat the integration as pre-release and pin vfs if you
rely on it.

Added — size-aware reads
	Exgit.FS.size/3 — byte size of a blob at a path without
materializing its content. The size-aware companion to
read_path/4: gate on it before pulling a blob into memory.
O(1) for the in-memory store; on-disk loose objects inflate only
the header. Resolving the path may fetch trees (small) on a lazy
clone, but never the blob — an un-fetched blob returns
{:error, :not_local} instead of triggering a possibly-multi-GB
fetch. Directories return {:error, :not_a_blob}; gitlink
(submodule) entries return {:error, :submodule} — as do
read_path/4 lookups on them, while stat/3 reports
%{type: :submodule} without fetching.
	Exgit.ObjectStore.object_size/2 — new protocol callback
backing the above. Memory keeps a parallel sha => size index
(no extra decompression); Promisor answers from cache or
returns {:error, :not_local} without fetching.

Added — observability + workload bench
	Exgit.Profiler — structured trace of :telemetry span
events emitted during a function call. One-shot profile/1
returns {result, %{total_us, totals, peak_cache_bytes, events}}; manual attach/0 + read/1 + detach/1 for
long-running processes. Process-scoped — concurrent
profilers don't interfere.
	Exgit.Repository.memory_report/1 — structured memory
report (object counts by type, cache_bytes, max_cache_bytes,
mode, backend) with consistent shape across all object-store
backends; counts report :unknown for backends that can't be
introspected (Disk). Suitable for emission into observability
stacks.
	bench/agent_workload.exs — realistic agent-session
benchmark: clone + prefetch + ls + grep + reads, with :cold
and :hot variants. Reports per-op breakdown + peak cache
bytes.
	test/exgit/fs_grep_git_parity_test.exs — correctness
oracle: Exgit.FS.grep output vs git grep -n for 7
representative patterns. Tagged :real_git :slow; gates
every push via the extended CI tier.
	docs/NOTES.md — design notes for deferred work (LRU
eviction, decompressed-blob cache, literal-string grep fast
path). Captures enough detail that future implementation
doesn't re-reason from scratch.

Performance
A perf-focused round triggered by a real-world bug report (partial
clone returning empty packs). Adding real-world fixtures
(cloudflare/agents, anomalyco/opencode) to the benchmark
immediately surfaced three cascading bugs in the core
"clone + prefetch + read" hot path that pyex was too small to
expose:
	FS.walk threaded the updated repo through stream state.
Previously discarded the grown promisor from resolve_tree,
so every walk on a lazy repo triggered a fresh commit fetch.
On cloudflare/agents (1,418 files): 7,700 ms → 2 ms per walk.
~3,800× faster.
	Promisor cache bytes now tracked as compressed, not
decompressed. Previous accounting over-counted by 3-10×,
tripping eviction during normal prefetch. Combined with the
evictor only dropping commits (not blobs/trees), this could
drop the single commit we'd just fetched for a streaming walk.
	:max_cache_bytes default changed from 64 MiB to :infinity.
Unbounded is the right default for partial-clone / prefetch
workflows. Callers with real memory envelopes (long-running
daemons, low-memory deployments) set an explicit cap based on
their budget.
	:max_resolved_bytes default raised from 500 MiB to 2 GiB
(matches :max_pack_bytes). The old cap blocked real-world
monorepos; anomalyco/opencode resolves to 524 MB.

Plus two real optimizations:
	Adler32 trailer probe for pack zlib stream tracking.
Replaces an O(log N) binary-search with one linear scan +
one verify probe. pack.parse went from 127 ms → 49 ms on
pyex (2.6× faster). Saves several seconds on large packs.
	Single-pass grep (matches_in rewrite). Previously
split every blob into lines via regex before matching; now
Regex.scan on whole blob + compute line numbers only for
matched files. 13× faster on the common case (repo with few
matches).

Explicitly reverted: initial parallel-grep implementation
using Task.async_stream. Measured 22× SLOWER on cloudflare/agents
— per-file spawn overhead (~50-100 µs) dominates the microsecond
regex work. Default stays sequential. Callers with substantial
per-file work opt in via max_concurrency: :schedulers.
Full benchmark methodology + per-fixture numbers in
docs/PERFORMANCE.md. Benchmark harness
in bench/review_bench.exs.
Production-readiness round
A follow-up audit after the staff-engineering review closed the
reviewer's "what I didn't look at" list:
	Config RCE audit — Exgit.Config is read-only data; no code
path executes values from it (no core.sshCommand,
core.fsmonitor, core.hookspath, insteadOf, includeIf
expansion). A new structural test
(test/exgit/security/no_shell_exec_test.exs) asserts lib/
contains zero System.cmd / :os.cmd / Port.open /
Path.expand / Path.absname calls; failure means someone
introduced a new execution path that needs review against the
threat model.
	Pack.Writer concurrent-build stress — 3 tests assert 100
parallel builds of identical input produce byte-identical
output, 100 parallel builds of distinct input round-trip
cleanly, and 1000 sequential builds don't leak zlib ports.
	Decoder fuzz corpus — 10 property tests, 500 cases each,
exercise Blob.decode/1, Tree.decode/1, Commit.decode/1,
Tag.decode/1, and Pack.Reader.parse/2 on random bytes.
Every decoder's "never raises on untrusted input" promise is
now explicitly tested.
	Config fuzz corpus — 3 property tests, 500 cases each,
cover Config.parse/1 on random bytes, section-header-like
noise, and roundtrip fixpoint. Includes RCE-shape regression
tests that parse core.fsmonitor / core.sshCommand /
includeIf values and assert they are stored verbatim (not
executed or expanded).
	Walk cross-check vs real git — test/exgit/walk_real_git_test.exs
constructs 5 DAG shapes (fork, criss-cross, linear, deep-fork,
octopus) with real git, then compares Exgit.Walk.merge_base/2
and merge_base_all/2 against git merge-base and
git merge-base --all. Found and fixed a nondeterministic
LCA-pick bug (criss-cross merges).

Fixed
	Walk.merge_base/2 picked from the candidate MapSet with
hd(MapSet.to_list(...)), whose order depends on insertion
hashing. Multiple-LCA cases (criss-cross merges) returned
different SHAs on different runs. Now sorts candidates by
{-timestamp, sha} (newest first, SHA-ascending tiebreak) for
a deterministic pick. Documented divergence from git's exact
tiebreak (traversal-order-dependent) in the docstring.

Added
	Walk.merge_base_all/2 — returns every valid LCA, matching
git merge-base --all. Cross-checked against real git on 5 DAG
shapes.
	Diff.trees/4 bounds — :max_depth (default 256),
:max_changes (default nil), and tree-cycle detection via
the descent-path seen set. Hostile trees can no longer
overflow the stack or loop forever during a diff.
	Index.parse/2 bounds — :max_entries (default 1M),
:max_bytes (default 512 MiB), and SHA-1 checksum verification
(:verify_checksum, default true). Catches hostile indexes
claiming 4-billion entries, oversized inputs, and bit-rot.

Changed — breaking (pre-release API redesign)
These changes were driven by an API audit after the staff-engineering
review round. Exgit has not yet cut an official release, so we're
taking the opportunity to land the right shapes before v0.1.
	Exgit.lazy_clone/2 removed. Fold into Exgit.clone/2 via
new options:
	clone(url) — full clone (eager; default behavior).
	clone(url, lazy: true) — refs only; objects fetched on demand.
Returns %Repository{mode: :lazy}.
	clone(url, filter: {:blob, :none}) — partial clone; commits
and trees eager, blobs on demand.
	clone(url, filter: ..., lazy: true) — refs only; everything
on demand.
	clone(url, path: "...", lazy: true) — returns
{:error, :disk_partial_clone_unsupported} (explicit; no
silent :path-ignored footgun).

Matches git clone's single-command mental model.

	%Exgit.Repository{} gained :mode field (:eager | :lazy).
Defaults to :eager in Repository.new/3. clone(url, lazy: true)
and clone(url, filter: ...) produce :lazy. Repository.materialize/2
flips :lazy → :eager. Streaming FS ops (FS.walk/2, FS.grep/4)
now pattern-match on :eager and raise on :lazy with a pointer
at materialize/2 or prefetch/3. Callers of FS.walk/2/FS.grep/4
on lazy repos get a clear error message; the previous
ArgumentError checked struct-internal cache emptiness.

	FS.prefetch/3 with blobs: true flips :mode to :eager on
a previously-lazy repo. After a full prefetch every reachable
object is resident, so streaming ops proceed without a second
conversion step. blobs: false (trees-only) leaves :mode
unchanged.

	Exgit.Transport.ls_refs/2 return shape changed from
{:ok, refs} to {:ok, refs, meta}. refs is always a list of
{ref_name, sha} 2-tuples (the protocol spec never described any
other shape); meta is a map carrying protocol-v2 side-channel
data:
	meta.head — HEAD's symref target (e.g. "refs/heads/main"),
present when the server advertises it via the protocol-v2
symrefs argument.
	meta.peeled — %{tag_ref => peeled_target_sha}, populated
when the server emits peeled:<sha> attributes on annotated
tags.
Exgit.Transport.File.ls_refs/2 surfaces meta.head by reading
the on-disk HEAD symref. Every user-defined Transport
implementation must update to the new 3-tuple return shape.



Added
	Exgit.RefName — validation of git ref names at the transport
boundary. Ports git check-ref-format rules; emits
[:exgit, :security, :ref_rejected] telemetry on hostile names.
	Exgit.Filter — structured partial-clone filter specs
({:blob, :none}, {:blob, {:limit, n}}, {:tree, depth},
{:raw, "spec"}).
	Exgit.Repository.materialize/2 — convert a Promisor-backed repo
into a plain ObjectStore.Memory-backed one in a single call.
	Exgit.Transport.HTTP.request_opts/5 and .auth_headers_for/2 —
exposed for test introspection; host-bound credential check is now
the single enforcement point.
	Exgit.Transport.HTTP.capabilities_cached/1 — memoizing
capabilities accessor. Reduces HTTP round-trips in agent workflows
that issue many fetches against one transport (review #13).
	Exgit.Error — canonical error struct (%Exgit.Error{code, context, message}). New error paths SHOULD use it; existing ad-hoc
shapes ({:error, atom}, {:error, {atom, details}}) are preserved
for SemVer. v1.0 may coalesce (review #18).
	Exgit.Credentials.bind_to/2 — pipeline-friendly host-binding:
Credentials.bearer(token) |> Credentials.bind_to("github.com")
(review #44).
	Exgit.ObjectStore.Promisor.empty?/1 — stable abstraction
replacing struct-peeking on %Promisor{cache: %Memory{objects: _}}
(review #17).
	Exgit.ObjectStore.Promisor.resolve_with_fetch/2 — variant of
resolve/2 that threads the grown promisor back on the
fetch-but-not-found path so the cache side-effect isn't wasted
(review #33).
	:max_pack_bytes (default 2 GiB), :max_object_bytes (default
100 MiB), and :max_resolved_bytes (default 500 MiB) options on
Exgit.Pack.Reader.parse/2 bound memory on untrusted input
(review #11/#35).
	:max_cache_bytes option on Exgit.ObjectStore.Promisor.new/2 —
enables FIFO-by-commit eviction so long-running agent loops don't
OOM (review #34).
	:redirect option on Exgit.Transport.HTTP.new/2 — false
(default), :same_origin, or :follow. Host-bound credentials
enforce the cross-origin leak check regardless (review #14).
	Protocol v2 symrefs argument on ls-refs — Exgit.clone/2 now
picks the server's actual HEAD target instead of guessing
main/master/first-advertised (review #9).
	[:exgit, :security, :ref_rejected], [:exgit, :ref_store, :write_failed], and [:exgit, :object_store, :haves_sent],
[:exgit, :object_store, :cache_overfull] telemetry events.
	Peeled-tag parsing in packed-refs (review #37). Peeled targets
are threaded through for a future fetch-negotiator; not yet
surfaced in list_refs/2.
	Dialyzer and Credo in CI (currently report-only; will gate in a
future release).

Changed — breaking
	Exgit.FS.read_path/3, ls/3, stat/3, write_path/4
now return {:ok, result, repo} to support Promisor cache growth
across calls. Callers must thread the returned repo forward to
benefit from the populated cache.
	Exgit.Transport.HTTP.new/2 automatically wraps bare auth tuples
({:basic, u, p}, {:bearer, t}, etc.) in a host-bound
%Exgit.Credentials{}. Legacy callers are transparently protected
against cross-origin credential leaks. To opt out, wrap the tuple
with Exgit.Credentials.unbound/1.
	{:callback, fun} auth now receives the request URL as its sole
argument (was previously mis-called with zero arguments — crash on
first use).
	ObjectStore.Disk.import_objects/2 returns
{:error, {:partial_import, [{sha, reason}]}} on any per-object
failure instead of crashing or silently succeeding.
	Exgit.FS.walk/2 and .grep/4 now raise ArgumentError if
called on a Promisor-backed repo whose cache is empty, pointing the
caller at FS.prefetch/3 or Repository.materialize/2. Prefixes
no longer silently return empty results.
	HTTP requests explicitly set redirect: false on Req — no longer
depends on Req's default cross-origin auth-stripping behavior.
	Exgit.Transport.HTTP.ls_refs/2 now returns a mix of 2-tuples
{ref, sha} and 3-tuples {ref, sha, meta} — the 3-tuple shape
carries protocol-v2 attributes like symref-target and peeled.
Consumers that care only about the {ref, sha} pair can use
elem/2 or run through a tuple-shape-agnostic iteration.
	Tree.new/1 accepts :strict option; when true, unknown
modes raise ArgumentError instead of being silently coerced
(review #10). Default behavior unchanged.

Fixed
	Pack parser no longer raises ArgumentError / MatchError on
malformed input. Every decoder returns {:error, _}.
	Pack.Delta.apply/2 validates copy offsets, insert lengths, and
the result-size cap — hostile deltas produce tagged errors.
	Pack.Common.decode_type_size_varint/1 and
decode_ofs_varint/1 return {:error, :truncated} on empty input
instead of crashing on FunctionClauseError.
	Loose-object parser validates the declared size against the
content length and rejects unknown object types with a structured
error.
	Pack.Index no longer generates descending 0..-1 ranges on empty
packs (removes Elixir 1.19 deprecation warning).
	Commit.decode/1 and Tag.decode/1 validate hex-header
values — a structurally-valid commit with non-hex tree/parent
bytes is rejected with {:error, {:invalid_hex_header, name, value}} instead of crashing downstream accessors (review #23).
	Tree.decode/1 validates every entry name against
path-traversal rules — rejects empty, ., .., any /, any NUL,
and case-insensitive .git/.gitmodules (review #2).
	RefStore.Disk validates ref names at every public entry
(read_ref/2, resolve_ref/2, write_ref/4, delete_ref/2) and
revalidates symbolic targets read from disk. Hostile targets
return {:error, :invalid_ref_name} with telemetry (review #1).
	ObjectStore.Disk.get_object/2 wraps :zlib.uncompress/1 in
try/rescue, returning {:error, :zlib_error} on corrupt/hostile
loose objects instead of raising (review #3).
	Pack.Reader zlib tracking uses :zlib.safeInflate/2 +
:zlib.inflateEnd/1 probes — no :zlib.uncompress/1 calls on
hostile input; per-probe output is bounded by safeInflate's
implementation-defined threshold (review #4).
	Pack.Writer.deflate/1 wraps zlib calls in try/after so the
zlib port is freed even when deflate/3 raises. Previously a
long-running server would slowly leak ports under memory pressure
(review #30).
	Credentials.host_matches?/2 normalizes both pattern and URL
host: ASCII-case-folded, trailing-dot-stripped. GITHUB.COM,
github.com., GitHub.com. all match a "github.com" binding.
Host-confusion attacks like evil.comgithub.com still correctly
fail to match (review #5).
	Custom Inspect impl for %Exgit.Credentials{} — default
Inspect would dump the raw token into crash logs (review #15).
	Walk.merge_base/2 maintains stale_in_queue incrementally;
the early-termination check is now O(1) instead of O(Q) per
iteration. Merge-base on histories with hundreds of shared
ancestors is no longer O(Q²) (review #25).
	Walk.parse_timestamp/1 uses a module-attribute regex compiled
once at load time instead of per-call (review #27).
	Config pre-compiles section-header regexes at module load
(review #29).
	Config.parse/1 uses case instead of an unconditional match
on parse_key_value/1's result — future branches that return
{:error, _} cannot crash the parser, matching the moduledoc's
"never raises on untrusted input" contract (review #28).
	Pack.Reader bounds by_sha + resolved memory via
:max_resolved_bytes so a pack of many small OFS_DELTA chains
can't balloon heap beyond the per-pack cap (review #11/#35).
	ObjectStore.Disk pread_tail/3 size-probes the pack file and
reads the full object body instead of capping at 128 KiB. Objects
larger than 128 KiB in packs now decode correctly; previously
they silently returned truncated bodies (review #12).
	Promisor.collect_commit_haves/1 uses a :gb_trees priority
queue keyed on recency instead of sorting the full commit map.
O(N log K) where N is the 256-cap, not O(K log K) per miss
(review #32).
	Exgit.clone/2 picks the default branch from the server's
HEAD symref (via protocol-v2 symrefs on ls-refs) instead of
guessing from advertised refs (review #9).
	Exgit.lazy_clone/2 emits [:exgit, :ref_store, :write_failed] telemetry if a ref-store write fails during
initial seed, instead of silently dropping the ref (review #8).
	Exgit.push/3 emits an empty-but-valid PACK header when
pushing a fast-forward that needs no new objects, matching git's
send-pack wire shape; pure-delete pushes still send no pack
(review #6).
	RefStore.Disk.list_loose_refs/3 caps recursion depth at 16 and
refuses to follow symlinks, defending against symlink loops in
ref directories (review #36).
	RefStore.Disk parses peeled-tag lines in packed-refs instead
of silently dropping them (review #37).
	FS.resolve_tree/2 accepts a ref that points directly at a
tree in both the string-ref and raw-SHA branches (review #40).
	FS.resolve_tree/2 disambiguates 20-byte binary inputs: a
binary of all printable ASCII with non-hex characters is treated
as a ref name, not a SHA (review #41).
	FS.compile_glob/1 returns a harmless always-false regex on
compilation failure instead of raising (review #20).

Security
	CVE-worthy: remote-controlled ref names can no longer escape
the repo root via Path.join. Exgit.RefName validates every ref
at the wire perimeter; RefStore.Disk re-validates defense-in-depth.
	CVE-worthy: hostile trees containing path-traversal entry
names (.., /foo, .git) are rejected at Tree.decode/1 —
they never reach FS operations or a future checkout.
	CVE-worthy: a malformed commit (structurally valid but with
non-hex tree/parent headers) previously DoS'd every operation
that called a Commit accessor (walk, diff, push, FS). Validation
moved into decode/1.
	CVE-worthy: credentials set via bare auth tuples are now
host-bound automatically. Cross-origin redirects cannot leak the
token regardless of Req's redirect behavior. Host matching is
ASCII-case-folded and trailing-dot-stripped.
	Pack parser bounded at 2 GiB pack / 100 MiB per-object /
500 MiB resolved-total by default; no hostile server response can
unbounded-allocate the BEAM heap.
	%Exgit.Credentials{} has a custom Inspect impl that redacts
auth values; crash logs, SASL reports, and IEx sessions do not
leak tokens.
	Loose-object zlib decompression is wrapped in try/rescue;
corrupt or tampered objects return tagged errors instead of
crashing.



  

    Security Policy

Supported versions
Exgit is in active pre-1.0 development. Security fixes are made
against main. No back-porting to older 0.x releases is currently
offered.
	Version	Supported
	main	✅
	0.1.x	✅
	< 0.1	❌

Reporting a vulnerability
Do not open a public issue for security vulnerabilities.
Email ivar@ivarvong.com with:
	A description of the issue
	Exact steps to reproduce (a minimal test case is best)
	The affected version / commit
	Any known mitigations

You should receive an acknowledgement within 3 business days. We'll
work with you on a disclosure timeline — typically 30–90 days depending
on severity and complexity of the fix.
We request embargo until the fix is released.
Threat model
Exgit is a git client library. The trust boundaries we enumerate
and defend:
	Boundary	Input	Defenses
	Remote server → client	ls-refs output, pack bytes, redirects	Exgit.RefName validates ref names at the wire perimeter; RefStore.Disk re-validates defense-in-depth on every read/resolve/write/delete (#1). Exgit.Object.Tree.decode/1 validates each entry name against path-traversal rules — rejects .., /, NUL, .git/.gitmodules in any case (#2). Exgit.Object.Commit.decode/1 and Tag.decode/1 validate hex in header values so accessor calls (Commit.tree/1, Commit.parents/1, Tag.object) are infallible — a hostile remote cannot DoS a walk/diff/FS operation by shipping a structurally-valid commit with non-hex headers (#23). Pack.Reader bounds memory via :max_pack_bytes / :max_object_bytes / :max_resolved_bytes (#11/#35) and never raises on hostile input. Credentials are host-bound by default with ASCII-case-folding + trailing-dot-stripping normalization (#5); redirects are disabled unless explicitly opted-in.
	User-supplied URL	Transport construction	No special validation — it's the caller's responsibility to avoid SSRF-class risks from user-controlled URLs. Host-bound credentials limit damage.
	User-supplied credential	PATs, basic auth, callbacks	%Exgit.Credentials{} and %Exgit.Transport.HTTP{} both implement custom Inspect protocols that redact auth values. Crash logs, SASL reports, and IEx sessions do not leak tokens.
	Local filesystem (Disk store)	Object/ref files on disk	SHA verification on read detects bit-rot and tampering. :zlib.uncompress/1 is wrapped in try/rescue so corrupt loose objects return {:error, :zlib_error} instead of crashing the caller (#3). Ref-store resolve_ref/2 re-validates symbolic targets read from disk so a ref: ../../etc/passwd file cannot escape the repo root (#1).

| Local filesystem (config) | .git/config | .git/config is treated as caller-controlled input, not remote-controlled. Config.parse/1 returns {:ok, _} | {:error, _} and never raises. Exgit does not fetch or persist config received over the wire. If/when submodule support lands, .gitmodules URLs will be a remote-attacker surface (file:// / ssh://git@evil/…;rm -rf class) and will need separate validation; not currently present. |
| User-supplied pack for push | Exgit.push/3 arguments | Caller-generated input is within the trust boundary for push. Note that Exgit.push/3 reads objects from the local store, which may contain objects that came from a remote via an earlier clone/fetch — objects ingress through Pack.Reader which enforces the bounds above. A hostile pack cached earlier cannot trigger traversal at push time because tree entry names have already been validated at fetch-time decode. |
Not defended: the agent/caller can push arbitrary content to a
remote if it has a write-scoped credential. That's by design — our
job is to prevent a remote from attacking the client, not to sandbox
the caller.
Regression corpus
The test suite includes explicit regression tests for each
CVE-worthy finding. Per review:
	Finding	Test file
	#1 Ref-store disk path escape	test/exgit/security/ref_escape_test.exs + test/exgit/security/ref_store_disk_boundary_test.exs
	#2 Tree entry path traversal	test/exgit/security/tree_entry_name_test.exs
	#3 Loose object zlib raise	test/exgit/security/zlib_error_test.exs + test/exgit/security/loose_object_test.exs
	#4 Pack inflate desync	test/exgit/pack/inflate_tracked_test.exs
	#5 Credential host confusion	test/exgit/security/credential_host_normalization_test.exs + test/exgit/credentials_host_test.exs
	#23 Commit hex DoS	test/exgit/security/malformed_hex_commit_test.exs
	#23 (Tag sibling)	test/exgit/security/tag_malformed_hex_test.exs

Any future security fix MUST land with a regression test in
test/exgit/security/ that would fail without the fix.
Known advisories
None yet. This file will list them with CVE IDs when applicable.
Dependency policy
	req — network client. Minimum version pinned to one with
known-good cross-origin auth-stripping default. Bumping Req's
major version requires re-running the cross-origin leak test suite
before merging. (Our host-bound %Exgit.Credentials{} is the
primary enforcement; Req's behavior is a belt-and-suspenders
layer.)
	telemetry — BEAM-standard instrumentation. Low risk.
	opentelemetry_* — dev/test only; not present in production
runtime.
	stream_data, dialyxir, credo — dev/test only.

A full SBOM is generated as part of the release process.
Cryptography
Exgit uses :crypto.hash(:sha, _) for git object SHA-1s. SHA-1 is
not collision-resistant in the modern cryptographic sense, but git
itself relies on SHA-1 and so does exgit. If you are working with a
SHA-256 git repository (rare, opt-in at repo creation), exgit does
not yet support it (tracked as a v0.2+ item).
Responsible disclosure
We follow coordinated disclosure.
Reporters are credited in the CHANGELOG unless they request anonymity.


  

    Performance

How fast is exgit at what it's designed for — agent workflows that
lazy-clone a repo, prefetch the trees, and do many reads (grep,
read_path, walk)?
Short answer: on anomalyco/opencode (4,645 files, ~30 MB
fetch pack), a cold clone + prefetch completes in ~7 s and
steady-state grep runs in 130–160 ms for literal patterns
(Boyer-Moore) or ~335 ms for case-insensitive regex. On the
436-file adafruit/Adafruit_CircuitPython_Bundle, steady-state
grep runs in ~2 ms.
TL;DR
	Fixture	Files	Fetch pack	Clone + prefetch	Grep (literal)	Grep (regex/ci)
	ivarvong/pyex	275	1.2 MB	~700 ms	~11 ms	~11 ms
	cloudflare/agents	1,418	4 MB	~8 s	~58 ms	~58 ms
	anomalyco/opencode	4,645	~30 MB	~7 s	~140 ms	~335 ms
	adafruit/Adafruit_CircuitPython_Bundle	436	~1 MB	~2 s	~2 ms	~15 ms

"Clone + prefetch" = Exgit.clone(url, lazy: true) +
Exgit.FS.prefetch(repo, "HEAD", blobs: true).
"Grep (literal)" = case-sensitive, no regex metacharacters;
routes through :binary.matches (Boyer-Moore). "Grep (regex/ci)"
= case-insensitive %Regex{} scan.
Both grep numbers are steady-state (warm CPU, all objects in the
Memory store). The first grep after prefetch is the same cost —
unlike an older lazy-fetch path, prefetch now pre-populates
everything.
What we measure
Four fixtures, each a real public GitHub repo. Picked to cover a
small-to-large size range with repos that have submodules, many
binary assets, and diverse layouts:
	ivarvong/pyex — owned by the exgit maintainer. Guaranteed
against surprise force-push. Small (275 files), good for
validating algorithmic baselines.
	cloudflare/agents — ~1.4k files. Medium real-world project.
	anomalyco/opencode — ~4.6k files, 26 MB blob in the pack. Large.
	adafruit/Adafruit_CircuitPython_Bundle — 436 files, uses git
submodules (.gitmodules present). Previously crashed on prefetch
due to an over-eager reserved-name check. Included as a regression
fixture.

The benchmark harness (bench/review_bench.exs) does:
	Exgit.clone(url, lazy: true) — refs only, no objects.
	Exgit.FS.prefetch(repo, "HEAD", blobs: true) — stream the full
blob pack directly into the Memory store via Pack.StreamParser.
	One "cold" grep — steady-state (prefetch already populated everything).
	Five "warm" greps — report the median.

Benchmarks
All numbers are medians measured on a MacBook over a home internet
connection. transport.fetch varies 30–50% run-to-run due to
network; pack.stream_parse, fs.grep, and fs.walk are stable.
anomalyco/opencode (4,645 files)
Phase                                    measured
--------------------------------------------------------------
clone(url, lazy: true)                   0.26 s
prefetch(blobs: true)                    6.4 s    ← streaming parser
grep "scd"             literal           158 ms
grep "TODO"            literal           130 ms
grep "useState"        literal           138 ms
grep "export default"  literal           132 ms
grep "anthropic"       regex/ci          333 ms
Grep phase breakdown (4,645 blobs, 82 MB raw text):
	Phase	Time	Share
	Tree walk	13 ms	4%
	zlib.uncompress × 4,645 blobs	140 ms	43%
	Boyer-Moore scan (literal)	~3 ms	1%
	PCRE scan (regex/ci)	~150 ms	46%
	Line lookup + result alloc	~15–65 ms	~10%

Literal patterns spend almost no time in the scan phase; the
bottleneck is zlib.uncompress in the Memory store. Case-insensitive
regex pays both the decompress and a slower PCRE scan.
adafruit/Adafruit_CircuitPython_Bundle (436 files)
Phase                                    measured
--------------------------------------------------------------
clone(url, lazy: true)                   1.16 s
prefetch(blobs: true)                    0.65 s
grep "scd"             literal           2.2 ms   (14 hits)
grep "scd"             literal           2.5 ms
grep "scd"             literal           2.3 ms
436 files fit entirely in L3 cache after one prefetch pass;
Boyer-Moore through the full repo takes 2 ms and barely registers.
Scaling
	Files	Grep / literal (ms)	Per-file (µs)
	275	11	40
	436	2	5
	1,418	58	41
	4,645	140	30

Per-file cost on opencode is lower than smaller repos because
its blobs are larger (more bytes compressed per file → fewer
zlib.uncompress calls relative to scan throughput); on adafruit
it is 5 µs because the compressed blobs stay warm in CPU cache
after the first grep.
Architecture: end-to-end streaming pipeline
The biggest structural change since the original benchmarks is the
replacement of the buffered pack pipeline with a fully streaming
one. The old shape:
HTTP response → full binary in heap
              → Pack.Reader.parse (binary + resolved objects in heap simultaneously)
              → import_objects (another copy into the store)
Peak memory for opencode's 135 MB pack: ~400 MB (pack binary +
decoded object list + compressed store).
The new shape:
HTTP chunks → PktLine.Decoder → sideband demux
           → Pack.StreamParser.ingest/2 (one chunk at a time)
                ├── type/size header decode
                ├── zlib inflate port (open across ingest calls)
                ├── streaming deflate → ObjectStore directly
                └── OFS/REF delta resolved through store
           → StreamParser.finalize/1 (checksum verify)
Peak memory: one HTTP chunk (~4 KB) + one object's compressed
bytes in the write handle + the compressed store. The pack binary
never exists as a whole.
opencode prefetch: 57 s → 6.4 s — most of the 57 s was the
old Pack.Reader holding 135 MB of binary and the object list
simultaneously, triggering multiple major GC cycles. The streaming
parser never triggers that pressure.
Adversarial hardening in the parser
Pack.StreamParser.new/2 accepts limits enforced per-object
during the streaming parse:
max_object_bytes:   100 MB   — rejects before allocating
max_inflate_ratio:  1000×    — zip-bomb defence (compressed/raw ratio)
max_delta_depth:    50       — OFS/REF delta chain cap (same as git)
max_objects:        10 M     — rejects absurd pack headers
deadline:           nil      — monotonic cutoff; returns :deadline_exceeded
These fire during streaming, not as a post-parse check, so a
hostile pack stops consuming CPU/memory immediately.
Grep: literal pattern fast path
FS.grep/4 and FS.multi_grep/4 detect case-sensitive literal
patterns (no PCRE metacharacters) at compile time and route them
through :binary.matches (Boyer-Moore-Horspool in the BEAM
runtime) instead of Regex.scan:
# case-sensitive, no metacharacters → :binary.matches (9.5× faster)
FS.grep(repo, "HEAD", "useState")

# case-insensitive or metacharacters → Regex.scan
FS.grep(repo, "HEAD", "useState", case_insensitive: true)
FS.grep(repo, "HEAD", "use.*State")
Measured on 7.4 MB of synthetic text:
	Engine	Time	Speedup
	:binary.matches (literal)	8.6 ms	1× (baseline)
	Regex.scan (literal regex)	82 ms	9.5× slower
	Regex.scan (ci regex)	>10 s	>>100× slower at high hit density

For typical code-search patterns (function names, import paths,
identifiers), the literal path is the default. Most agent queries
hit it without any caller changes.
Parallelism: still a net loss
An earlier attempt parallelized FS.grep across blobs via
Task.async_stream. Result on opencode:
sequential (default):   340 ms
parallel (16 workers):  1550 ms   ← 4.5× SLOWER
The cause: zlib.uncompress is a regular (non-dirty) NIF. Running
16 concurrent calls each allocating large binaries simultaneously
causes severe GC pressure — 74 MB of heap allocation per grep in
16 processes simultaneously fragments memory and triggers
stop-the-world GC. The sequential path avoids this: each blob's
bytes are allocated, used, and collected before the next blob is
touched.
max_concurrency: :schedulers remains available for callers with
workloads where per-file work is substantial (large blobs, I/O-bound
stores). For typical code search on a Memory-backed repo, leave it
at the default of 1.
Bug fixes in this cycle
.gitmodules blocked legitimate repos
Tree.decode/1 was rejecting .gitmodules as a reserved entry
name, treating it the same as .git (CVE-2014-9390 class). The
comment even noted it was pre-emptive: "URL-injection vector for
submodule handling if/when we add submodules."
The consequence: any repo that uses git submodules — including
adafruit/Adafruit_CircuitPython_Bundle — crashed on prefetch
with {:tree_entry_name_reserved, ".gitmodules"}.
Fix: .gitmodules is now accepted. The URL-injection concern
only applies if we process submodule URLs, which exgit does not.
.git remains rejected (CVE-2014-9390 is real on case-insensitive
filesystems even for read-only clients).
Earlier bugs (still in history)
Three compounding bugs in the original hot path documented here
for historical context (fixes landed in commit 550100d):
	FS.walk discarded the updated repo after resolve_tree,
re-fetching the same commit from GitHub on every walk call.
7.7s → 2 ms on cloudflare/agents.

	Promisor cache accounting counted decompressed bytes while
the store held compressed bytes; eviction fired 3–10× too early
and dropped commits that were immediately needed. Fixed by
tracking compressed sizes.

	:max_resolved_bytes default of 500 MiB rejected
opencode's ~524 MiB resolved set. Raised to 2 GiB.


Optimizations that matter (shipped)
In order of impact:
	Streaming pack parser (Pack.StreamParser) — replaces the
buffered Pack.Reader in all fetch/prefetch paths. Eliminates
the O(pack_size) binary + object list from the heap; bounded to
one chunk + one object at a time. opencode prefetch: 57 s → 6 s.

	Streaming object-store writes — open_write/write_chunk/close_write
protocol on ObjectStore; Memory and Disk stores stream
compressed output as inflate output arrives. Raw content never
coexists with compressed form in the heap.

	Walk state threading — updated repo threaded through the
walk Stream.resource state, eliminating per-walk network
fetches on lazy repos. 3,800× faster on cloudflare/agents.

	Literal grep fast path — :binary.matches (Boyer-Moore)
for case-sensitive literal patterns. 9.5× faster scan per blob;
visible at adafruit scale (2 ms grep) and meaningful at opencode
scale (dominant cost shifts to zlib.uncompress, not scan).

	Adler32 probe for pack zlib tracking — finds the end of each
zlib stream in O(1) instead of O(log N) binary-search probes.
2.6× faster Pack.Reader.parse (still used for Disk store
random-access lookups).

	Sequential grep as default — avoids Task.async_stream GC
pressure on typical workloads.


What we're not doing
	Decompressed-blob cache. The 140 ms zlib.uncompress tax is
paid on every grep call. A repo.blob_cache: %{sha => binary}
field on the Repository struct, populated by a FS.warm/2 call,
would reduce repeated greps to near-zero. The design is correct
(state on the struct, caller opts in, GC'd with the repo) but
deferred until a measured workload asks for it. We explicitly
ruled out ETS, Process dictionary, and persistent_term — any
cache must be caller-visible and scoped to the repo value.

	NIF-based zlib / libdeflate. Would reduce zlib.uncompress
cost 3–5×, making the 140 ms → ~30 ms. Undercuts the
"pure Elixir, no NIFs" positioning; not doing this without a
concrete workload and a clear tradeoff decision.

	Parallel pack parsing. OFS_DELTA chains impose a sequential
dependency (base must precede delta in the forward walk). A
two-pass design could unlock parallelism for the inflate phase;
left for when a workload demonstrates the need.

	Chunked parallel grep. Per-task Task.async_stream at file
granularity is net-negative (4.5× slower). A chunked variant
batching 200–500 files per task would amortize spawn overhead and
likely win on 10k+ file repos. Needs a measured workload.


Running the benchmark yourself
# Clone + prefetch + grep workflow (all fixtures, 30 runs each)
mix run bench/review_bench.exs

# Filter to one fixture
mix run bench/review_bench.exs 10 opencode

# Local pack parse: StreamParser vs Pack.Reader head-to-head
# (requires local opencode .git pack files)
mix run bench/local_pack_eval.exs

# Pack parse scaling (synthetic, no network)
mix run bench/pack_parse_bench.exs

# Agent-session simulation: multi_grep + grep+context + blame + read_lines
mix run bench/agent_session_bench.exs

Memory model summary
	Component	Bound
	HTTP transport	One pkt-line per ingest chunk
	Pack buffer	One object's compressed bytes
	In-flight inflate	O(zlib_window) per chunk
	Streaming write handle	O(compressed output chunks)
	offset_to_sha map	~35 bytes × N objects
	sha_to_depth map	~30 bytes × N objects
	raw_cache (delta resolution)	64 MB budget (plain map in StreamParser state)
	Object store (Memory)	All objects compressed — inherent minimum

The object store is the floor: if you fetch a 135 MB pack and store
it in a Memory backend, you'll hold however many bytes the compressed
objects take. Exgit does not add overhead on top of that minimum.
Correctness oracle
FS.grep output is validated against git grep via
test/exgit/fs_grep_git_parity_test.exs. The test builds a small
real-git repo, runs both git grep -n and Exgit.FS.grep against
a set of representative patterns, and asserts the two agree on the
(path, line_number) match set. Tagged :real_git and :slow.
History
See CHANGELOG.md for the feature-level history.
Key perf commits:
	Streaming pack parser, streaming writes, literal grep, .gitmodules fix — current PR
	550100d — walk state threading; cache accounting fix; Adler32 probe
	9bb1256 — partial clone haves bug fix
	8678b0d — initial Adler32 probe; code-quality gates



  

    
Exgit 
    



      
Pure-Elixir git client — clone, fetch, push, plus a path-oriented
filesystem API for reading blobs by path.
No git binary, no libgit2, no shelling out.
Top-level entry points
	init/1 — create an empty repo (memory or on-disk).
	open/2 — open an existing on-disk repo.
	clone/2 — full, lazy (lazy: true), or partial
(filter: {:blob, :none}) clone.
	fetch/3 — fetch updates into an existing repo.
	push/3 — push objects + ref updates to a remote.

See individual function docs for options and semantics. See also
Exgit.FS, Exgit.Walk, Exgit.Diff, Exgit.Repository, and
the Exgit.Transport protocol.
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        remote()

      


        A remote endpoint for clone/2, fetch/3, and push/3.



    





  
    Functions
  


    
      
        clone(source, opts \\ [])

      


        Clone a git repository.



    


    
      
        fetch(repo, source, opts \\ [])

      


        Fetch updates from a remote into an existing repository.



    


    
      
        init(opts \\ [])

      


        Create an empty bare repository.



    


    
      
        open(path, opts \\ [])

      


        Open an existing on-disk repository.



    


    
      
        push(repo, dest, opts \\ [])

      


        Push local refs to a remote.
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          @type remote() ::
  String.t() | Exgit.Transport.File.t() | Exgit.Transport.HTTP.t() | struct()


      


A remote endpoint for clone/2, fetch/3, and push/3.
Either a URL string ("https://..." or "file://..."), one of the
built-in transport structs (Exgit.Transport.File,
Exgit.Transport.HTTP), or any struct implementing the
Exgit.Transport protocol.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      clone(source, opts \\ [])



        
          
        

    

  


  

      

          @spec clone(
  remote(),
  keyword()
) :: {:ok, Exgit.Repository.t()} | {:error, term()}


      


Clone a git repository.
{:ok, repo} = Exgit.clone("https://github.com/user/repo")
Options
	:path — persistent on-disk clone. When set, the clone is
backed by ObjectStore.Disk/RefStore.Disk and survives
process death. Default: in-memory (lost on process exit).

	:lazy — when true, defer object fetching. Returns a
%Repository{mode: :lazy} whose object store is an
ObjectStore.Promisor that fetches on demand. The initial
clone pulls refs only — any subsequent object read
triggers a want <sha> fetch against the transport. Great
for agent loops that read a handful of files from large
repos. Default: false (full clone).

	:filter — partial-clone filter spec. Valid values:
{:blob, :none}, {:blob, {:limit, bytes}},
{:tree, depth}, {:raw, "filter=..."}. When set, the
server ships a pack that omits blobs (or trees) matching
the filter; omitted objects are fetched on demand. Implies
:lazy-like semantics for omitted objects but keeps the
default branch's commit+tree history resident.

	:if_unsupported — :error (default) or :ignore. When
:filter is set but the server doesn't advertise filter
capability, :error fails the clone and :ignore proceeds
as a full clone.

	:remote — remote name to record. Default: "origin".


Matrix of modes
	Options	Clone-time fetch	On read
	clone(url)	refs + all objects	local always
	clone(url, lazy: true)	refs only	per-object fetch
	clone(url, filter: {:blob, :none})	refs + commits + trees	blobs fetched on read
	clone(url, filter: ..., lazy: true)	refs only	everything on read

:path + :lazy / :filter
On-disk partial clones are not yet supported; :path combined
with :lazy or :filter returns
{:error, :disk_partial_clone_unsupported}.
Returns
{:ok, %Repository{}} with :mode => :eager for full clones
and :mode => :lazy for any form of partial/lazy clone. Use
Exgit.Repository.materialize/2 to convert :lazy → :eager
after reading what you need.
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          @spec fetch(Exgit.Repository.t(), remote(), keyword()) ::
  {:ok, Exgit.Repository.t()} | {:error, term()}


      


Fetch updates from a remote into an existing repository.
{:ok, repo} = Exgit.fetch(repo, "https://github.com/user/repo")
Lists the remote's refs, fetches any objects reachable from them,
and records remote-tracking refs under refs/remotes/<remote>/
(for branches) and refs/tags/ (for tags). Local branches and
HEAD are never moved.
Options
	:remote — remote name to record tracking refs under.
Default: "origin".

	:prefix — ref prefixes to list on the remote.
Default: ["refs/heads/", "refs/tags/"].


Returns
{:ok, %Repository{}} with the updated object and ref stores, or
{:error, reason} when listing refs or fetching the pack fails.

  



    

  
    
      
    
    
      init(opts \\ [])



        
          
        

    

  


  

      

          @spec init(keyword()) :: {:ok, Exgit.Repository.t()} | {:error, term()}


      


Create an empty bare repository.
{:ok, repo} = Exgit.init()
{:ok, repo} = Exgit.init(path: "/tmp/repo.git")
Options
	:path — create the repo on disk at this path, backed by
ObjectStore.Disk/RefStore.Disk. Default: in-memory
(lost on process exit).

Returns
{:ok, %Repository{}} with HEAD pointing at refs/heads/main.
When :path is set and any directory or file write fails, returns
{:error, {:init_failed, reason}} with the underlying posix reason.
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          @spec open(
  Path.t(),
  keyword()
) :: {:ok, Exgit.Repository.t()} | {:error, term()}


      


Open an existing on-disk repository.
{:ok, repo} = Exgit.open("/tmp/repo.git")
path must point at a git directory — a bare repo or a .git
directory — containing a HEAD file and an objects directory.
The repo's config file is read when present; a missing or
unparseable config falls back to an empty Exgit.Config.
Returns
{:ok, %Repository{}} backed by ObjectStore.Disk/RefStore.Disk,
or {:error, {:not_a_repository, reason}} when the path doesn't
look like a git directory.
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          @spec push(Exgit.Repository.t(), remote(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Push local refs to a remote.
The :refspecs keyword takes a list where each entry is one of:
	"refs/heads/main" — a ref name; pushes the local sha for that
ref to the same name on the remote (creating it if absent).
	{:delete, "refs/heads/branch"} — delete the ref on the remote.

When :refspecs is omitted, the repo's current branch — HEAD's
symref target — is pushed. If HEAD is not a symbolic ref (e.g.
detached or unset), the push fails with {:error, :no_refspecs}.
Errors
	{:error, :no_refspecs} — :refspecs omitted and HEAD
doesn't point at a branch.
	{:error, {:local_ref_not_found, name}} — a named refspec
doesn't resolve in the local ref store. The whole push fails;
nothing is sent to the remote. (Deleting a ref the remote
doesn't have remains a silent no-op.)

Returns {:ok, %{ref_results: [...]}} on success.
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OTP application callback for Exgit.
Starts a minimal supervision tree that only exists to support
opt-in process-based features:
	Exgit.TaskSupervisor — Task.Supervisor used by
Exgit.FS.prefetch_async/2 to run background prefetches
under supervision. The supervisor uses
restart: :temporary semantics by default (Task.Supervisor
never restarts a dead task), so a crashed prefetch is
logged and forgotten, not infinitely retried.

Callers who use only the pure-value API (Exgit.clone/2,
Exgit.FS.grep/4, etc.) pay for this supervisor but its cost
is negligible: one idle Erlang process (<1 KB). If even that is
unacceptable, build with otp_app: false — but then
Exgit.RepoHandle, Exgit.FS.prefetch_async/2, and
Exgit.RepoRegistry will not be available.
The Exgit.IndexCache ETS owner is also started here for the
pre-existing idx view cache.
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Per-line authorship attribution for a file at a ref.
For each line of path at ref, blame/3 returns the commit
that most recently introduced or modified that line, plus the
commit's author metadata.
Semantics
Follows git blame --first-parent semantics:
	Walks only the first-parent chain. Merge commits are
traversed by their first parent; contributions from merged
branches are attributed to the merge commit itself if the
line's first appearance on the first-parent chain is there.
	No move/copy detection. Lines that moved or were copied
between files are attributed to the commit that placed the
line at its current path.
	No rename following. If path was renamed at some commit
in history, blame attributes everything before the rename
to the rename commit.
	Lines are compared by exact byte equality. Whitespace
changes count as changes.

The 80% version. Full git blame has ~15 years of heuristics
(whitespace ignoring, --ignore-revs, patience diff, move +
copy detection) that aren't implemented here. For agent
workflows that want "who introduced this line?" this is
sufficient; for deep forensics, shell out to real git.
API
{:ok, entries, repo} = Exgit.Blame.blame(repo, ref, path)
Each entry:
%{
  line_number: 1..N,
  line: "source text",
  commit_sha: <<20-byte raw sha>>,
  author_name: "Alice",
  author_email: "alice@example.com",
  author_time: 1_700_000_000,   # Unix seconds
  summary: "first line of commit message"
}
Returns {:error, :not_found} if path doesn't exist at
ref, {:error, :not_a_blob} if it's a directory,
{:error, :unbounded_history} if the walk exceeds
@max_commits_walked (hostile-input guard).
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        blame(repo, reference, path, opts \\ [])

      


        Produce per-line authorship attribution for path at reference.
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          @type entry() :: %{
  line_number: pos_integer(),
  line: String.t(),
  commit_sha: binary(),
  author_name: String.t(),
  author_email: String.t(),
  author_time: integer(),
  summary: String.t()
}
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      blame(repo, reference, path, opts \\ [])



        
          
        

    

  


  

      

          @spec blame(Exgit.Repository.t(), String.t() | binary(), String.t(), keyword()) ::
  {:ok, [entry()], Exgit.Repository.t()} | {:error, term()}


      


Produce per-line authorship attribution for path at reference.
Options
	:auto_fetch (default true) — when the repo is a
Promisor-backed lazy clone, blame walks history and
historical blob versions that FS.prefetch/3 does not pull.
With auto_fetch: true, blame transparently triggers a
batched commit-graph fetch and a batched path-history blob
fetch before starting the walk. The first blame call on a
cold repo pays this one-time cost (typically 200-800 ms);
subsequent calls are warm.
With auto_fetch: false, blame does NOT trigger any network
requests. If required objects aren't cached, blame truncates
its walk at the first missing object and attributes remaining
lines to the current commit. Useful when callers want
predictable no-network behavior — they should call
FS.prefetch_history/2 explicitly beforehand.

	:on_handle — pass a RepoHandle pid. When set, auto-fetches
route through RepoHandle.fetch_once/4, which deduplicates
concurrent callers: N concurrent blames on the same file
trigger ONE history fetch and ONE path-blob fetch instead of
N of each. Without this option, each blame sees its own
snapshot of the repo and triggers its own fetches —
wasteful for shared-cache scenarios (LiveView, agent pools).


Regardless of the flags, every auto-fetch emits
[:exgit, :blame, :auto_fetch, :start] and
[:exgit, :blame, :auto_fetch, :stop] telemetry events so
silent slowness is visible to operators.
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Cloudflare Artifacts REST API client.
Wraps the control-plane endpoints documented at
https://developers.cloudflare.com/artifacts/api/rest-api/ —
repos (create / list / get / delete / fork / import) and repo
tokens (create / list / delete).
Function and field names mirror upstream verbatim: create_repo
not mint_repo, default_branch not branch, plaintext not
secret. The struct shapes (Repo, Token) match the TypeScript
interfaces in the upstream docs so the two can be cross-referenced
directly.
Setup
new/1 returns a %Req.Request{} with base_url, bearer auth,
and a default user-agent already set:
client = Exgit.CloudflareArtifacts.new(
  account_id: System.fetch_env!("CF_ACCOUNT_ID"),
  namespace: "default",
  api_token: System.fetch_env!("CF_API_TOKEN")
)
Any extra options (e.g. :plug for testing, :retry, :receive_timeout)
are forwarded to Req.new/1.
Full lifecycle
{:ok, %Repo{remote: remote}} =
  Exgit.CloudflareArtifacts.create_repo(client,
    name: "starter-repo",
    default_branch: "main"
  )

{:ok, %Token{plaintext: token}} =
  Exgit.CloudflareArtifacts.create_token(client,
    repo: "starter-repo",
    scope: "write",
    ttl: 86_400
  )

transport = Exgit.Transport.HTTP.new(remote,
  auth: Exgit.Credentials.Artifacts.auth(token)
)

# ... push, fetch, clone via the existing transport ...

{:ok, _} = Exgit.CloudflareArtifacts.delete_repo(client, "starter-repo")
Return shapes
Single-resource endpoints return {:ok, struct}. List endpoints
return {:ok, items, result_info} — result_info is the upstream
pagination map verbatim (cursor for repos, offset for tokens).
Errors:
	{:error, %Req.Response{}} — non-2xx, or 2xx with success: false. The parsed v4 envelope is in body; the upstream error
list lives at body["errors"] (each entry has code,
message, optional documentation_url).
	{:error, exception} — Req-level transport failure (DNS, TLS,
connection refused, etc.).

Pattern-match on specific upstream codes directly:
case Exgit.CloudflareArtifacts.create_token(client, repo: r, ttl: 99_999_999) do
  {:error, %Req.Response{body: %{"errors" => [%{"code" => 10103} | _]}}} ->
    :ttl_out_of_range
  ...
end
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        create_repo(req, opts)

      


        Create a repo. POST /repos.



    


    
      
        create_token(req, opts)

      


        Mint a repo-scoped token. POST /tokens.



    


    
      
        delete_repo(req, name)

      


        Delete a repo. DELETE /repos/:name. Returns 202 upstream; the
resulting Repo carries only :id.



    


    
      
        delete_token(req, token_id)

      


        Revoke a token. DELETE /tokens/:id. The returned Token carries
only :id.



    


    
      
        fork_repo(req, source_name, opts)

      


        Fork a repo. POST /repos/:name/fork.



    


    
      
        get_repo(req, name)

      


        Get a repo by name. GET /repos/:name.



    


    
      
        import_repo(req, name, opts)

      


        Import a public HTTPS git remote. POST /repos/:name/import.



    


    
      
        list_repos(req, opts \\ [])

      


        List repos. GET /repos.



    


    
      
        list_tokens(req, repo_name, opts \\ [])

      


        List tokens for a repo. GET /repos/:name/tokens.



    


    
      
        new(opts)

      


        Build a configured %Req.Request{} for the Cloudflare Artifacts API.
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          @spec create_repo(
  Req.Request.t(),
  keyword()
) :: {:ok, Exgit.CloudflareArtifacts.Repo.t()} | {:error, term()}


      


Create a repo. POST /repos.
Required option: :name. Optional: :description,
:default_branch, :read_only. The returned Repo includes a
short-lived inline :token — use create_token/2 for longer TTLs.
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          @spec create_token(
  Req.Request.t(),
  keyword()
) :: {:ok, Exgit.CloudflareArtifacts.Token.t()} | {:error, term()}


      


Mint a repo-scoped token. POST /tokens.
	Required option: :repo. Optional: :scope (`"read"	"write"` or
	the matching atoms `:read	:write; default"write"),:ttl`

(seconds, default 86_400; capped at 31_536_000 — code: 10103 if
exceeded). Returns a Token with :plaintext set.
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          @spec delete_repo(Req.Request.t(), String.t()) ::
  {:ok, Exgit.CloudflareArtifacts.Repo.t()} | {:error, term()}


      


Delete a repo. DELETE /repos/:name. Returns 202 upstream; the
resulting Repo carries only :id.

  



  
    
      
    
    
      delete_token(req, token_id)



        
          
        

    

  


  

      

          @spec delete_token(Req.Request.t(), String.t()) ::
  {:ok, Exgit.CloudflareArtifacts.Token.t()} | {:error, term()}


      


Revoke a token. DELETE /tokens/:id. The returned Token carries
only :id.
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          @spec fork_repo(Req.Request.t(), String.t(), keyword()) ::
  {:ok, Exgit.CloudflareArtifacts.Repo.t()} | {:error, term()}


      


Fork a repo. POST /repos/:name/fork.
Required option: :name (the new repo). Optional: :description,
:read_only, :default_branch_only. The returned Repo adds an
:objects count.
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          @spec get_repo(Req.Request.t(), String.t()) ::
  {:ok, Exgit.CloudflareArtifacts.Repo.t()} | {:error, term()}


      


Get a repo by name. GET /repos/:name.
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          @spec import_repo(Req.Request.t(), String.t(), keyword()) ::
  {:ok, Exgit.CloudflareArtifacts.Repo.t()} | {:error, term()}


      


Import a public HTTPS git remote. POST /repos/:name/import.
name is the destination repo name; :url in the body is the
HTTPS source remote. Optional body fields: :branch, :depth,
:read_only. May 409 while a previous import/fork is still in
progress.
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          @spec list_repos(
  Req.Request.t(),
  keyword()
) :: {:ok, [Exgit.CloudflareArtifacts.Repo.t()], map()} | {:error, term()}


      


List repos. GET /repos.
Optional: :limit (default 50, max 200), :cursor, :search,
:sort ("created_at" | "updated_at" | "last_push_at" | "name"),
:direction ("asc" | "desc").
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          @spec list_tokens(Req.Request.t(), String.t(), keyword()) ::
  {:ok, [Exgit.CloudflareArtifacts.Token.t()], map()} | {:error, term()}


      


List tokens for a repo. GET /repos/:name/tokens.
	Optional: :state (`"active"	"expired"	"revoked"	"all"` or
	the matching atoms `:active	:expired	:revoked	:all`; default

"active"), :per_page (default 30, max 100), :page (default
1). Listed tokens have :plaintext set to nil — the API never
re-emits the secret.
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          @spec new(keyword()) :: Req.Request.t()


      


Build a configured %Req.Request{} for the Cloudflare Artifacts API.
Required: :account_id, :api_token. Optional: :namespace
(defaults to "default"), :base_url. Any other keys (:plug,
:retry, :receive_timeout, …) are forwarded to Req.new/1.

  


        

      


  

    
Exgit.CloudflareArtifacts.Repo 
    



      
Cloudflare Artifacts repository.
Field names mirror the upstream RepoInfo / RepoWithRemote /
CreateRepoResult shapes verbatim — default_branch, created_at,
last_push_at, read_only, etc. are kept as-is rather than
Elixirified, so the struct can be cross-referenced against the
Cloudflare REST docs directly.
Not every field is populated by every endpoint:
	POST /repos, POST /repos/:name/fork, POST /repos/:name/import
return a CreateRepoResult — fills id, name, description,
default_branch, remote, token. The list/get-only fields
(created_at, updated_at, etc.) stay nil.
	GET /repos, GET /repos/:name return RepoWithRemote — fills
id, name, description, default_branch, created_at,
updated_at, last_push_at, source, read_only, remote.
token is nil (those routes don't mint one).
	Fork additionally returns objects (object count copied).
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        from_map(map)
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          @type t() :: %Exgit.CloudflareArtifacts.Repo{
  created_at: String.t() | nil,
  default_branch: String.t() | nil,
  description: String.t() | nil,
  id: String.t() | nil,
  last_push_at: String.t() | nil,
  name: String.t() | nil,
  objects: integer() | nil,
  read_only: boolean() | nil,
  remote: String.t() | nil,
  source: String.t() | nil,
  token: String.t() | nil,
  updated_at: String.t() | nil
}
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      from_map(map)



        
          
        

    

  


  

      

          @spec from_map(map()) :: t()


      



  


        

      


  

    
Exgit.CloudflareArtifacts.Token 
    



      
Cloudflare Artifacts repo-scoped token.
This struct represents both shapes the API can return:
	POST /tokens (CreateTokenResult) — populates id, plaintext,
scope, expires_at. Listing fields (state, created_at)
stay nil.
	GET /repos/:name/tokens (TokenInfo) — populates id, scope,
state, created_at, expires_at. The actual token bytes are
not returned — plaintext stays nil.

Field names match upstream verbatim (plaintext, not secret or
value).
The plaintext value is opaque — pass it through to git wire auth
via Exgit.Credentials.Artifacts.auth/1 (bearer header) without
modification. The expiration is already exposed as the expires_at
ISO timestamp on the struct, so callers don't need to parse the
embedded ?expires=<unix> suffix.
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          @type scope() :: :read | :write
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          @type state() :: :active | :expired | :revoked


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.CloudflareArtifacts.Token{
  created_at: String.t() | nil,
  expires_at: String.t() | nil,
  id: String.t() | nil,
  plaintext: String.t() | nil,
  scope: scope() | nil,
  state: state() | nil
}
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          @spec from_map(map()) :: t()


      



  


        

      


  

    
Exgit.Config 
    



      
Parser and emitter for git-style INI configuration files.
parse/1 accepts arbitrary input — caller- or filesystem-supplied
text — and returns a tagged {:ok, _} | {:error, _} result. It
never raises on untrusted input.
Threat model
.git/config is treated as caller-controlled input, not
remote-controlled. Exgit does not fetch or persist config received
over the wire, and it does not act on any config value:
	no core.sshCommand / core.fsmonitor / core.hookspath —
there is no code path that executes a command out of config
	no http.proxy — Req's proxy comes from env or the explicit
transport opts, not from config
	no insteadOf / pushInsteadOf URL rewriting
	no include / includeIf expansion — config files are read
as-is; [include] path=... entries are parsed but ignored
	no ~/ or ${VAR} path expansion — paths in config values
are treated as opaque strings

This keeps the blast radius of a hostile .git/config to "data
the caller reads back out of repo.config and uses themselves."
A consumer who reads e.g. Config.get(config, "core", "sshCommand")
and hands it to System.cmd/2 is outside exgit's trust boundary.
If submodule support is added, .gitmodules URLs become a
remote-controlled surface and will need separate validation —
refusing file://, ssh://user@host/…;command, and any URL
containing shell-metacharacters. Not currently present.
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        add(config, section, subsection \\ nil, key, value)

      


        Append another value for key without replacing existing ones.
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          @type section_key() :: {String.t(), String.t() | nil}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.Config{sections: [{section_key(), [{String.t(), String.t()}]}]}
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      add(config, section, subsection \\ nil, key, value)



        
          
        

    

  


  

      

          @spec add(t(), String.t(), String.t() | nil, String.t(), String.t()) :: t()


      


Append another value for key without replacing existing ones.
Unlike set/5 (which replaces), add/5 preserves existing values.
This is the equivalent of git config --add section.key value and is
required for multi-valued keys like remote.<n>.fetch.
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          @spec encode(t()) :: iolist()


      



  



    

  
    
      
    
    
      get(config, section, subsection \\ nil, key)



        
          
        

    

  


  

      

          @spec get(t(), String.t(), String.t() | nil, String.t()) :: String.t() | nil


      



  



    

  
    
      
    
    
      get_all(config, section, subsection \\ nil, key)



        
          
        

    

  


  

      

          @spec get_all(t(), String.t(), String.t() | nil, String.t()) :: [String.t()]
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          @spec new() :: t()
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          @spec parse(String.t()) :: {:ok, t()} | {:error, term()}
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          @spec read(Path.t()) :: {:ok, t()} | {:error, term()}


      



  



    

  
    
      
    
    
      set(config, section, subsection \\ nil, key, value)



        
          
        

    

  


  

      

          @spec set(t(), String.t(), String.t() | nil, String.t(), String.t()) :: t()
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          @spec write(t(), Path.t()) :: :ok | {:error, term()}


      



  


        

      


  

    
Exgit.Credentials 
    



      
Helpers for constructing transport auth values, plus a small
host-scoped credential mechanism.
The flat constructors (basic/2, bearer/1) return raw auth tuples
suitable for Exgit.Transport.HTTP.new/2 — callers who know exactly
which URL they're talking to typically use these directly.
host_bound/2 and for_host/2 add a safety rail: a credential is
only surrendered when the target URL's host matches the bound
pattern. This guards against accidentally leaking a GitHub token to
an attacker-controlled redirect, a CI misconfiguration, or a user-
supplied URL that points somewhere unexpected.
Host matching
for_host/2 normalizes the URL's host before comparing it against
the pattern:
	case-folded via String.downcase/1 (ASCII only — we refuse to
recognize tokens for a Unicode TLD; IDN hosts must be supplied
in punycode)
	trailing . (DNS fully-qualified form) stripped
	Unicode/IDN hosts are NOT normalized — callers who need IDN
matching must provide the punycode host explicitly

Patterns:
	Exact hostname: "github.com" matches only github.com
(case-insensitive).
	Wildcard: "*.githubusercontent.com" matches
githubusercontent.com AND any x.githubusercontent.com. A
single-component wildcard label is required — the pattern must
start with *..

No regex, no substring matching, no glob.
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        basic(user, password)

      


    


    
      
        bearer(token)

      


    


    
      
        bind_to(auth, pattern)

      


        Rewrap an existing host-bound credential to bind to pattern. Useful
in a pipeline



    


    
      
        for_host(credentials, url)

      


        Return the auth value iff the credential's host binding matches the
given URL. Returns :none otherwise.



    


    
      
        host_bound(pattern, auth)

      


        Wrap an auth value with a host pattern. The pattern is either a bare
hostname ("github.com") or a wildcard ("*.githubusercontent.com").
Use for_host/2 to extract the auth when (and only when) the URL
matches.



    


    
      
        unbound(auth)

      


        Wrap an auth value without a host binding. Emits the auth for any
URL — caller has explicitly opted out of scoping.
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          @type auth() :: Exgit.Transport.HTTP.auth_value()
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          @type host_cred() :: %Exgit.Credentials{auth: auth(), host_pattern: String.t() | :any}
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          @type t() :: host_cred()
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          @spec basic(String.t(), String.t()) :: auth()
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          @spec bearer(String.t()) :: auth()
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          @spec bind_to(auth() | host_cred(), String.t()) :: host_cred()


      


Rewrap an existing host-bound credential to bind to pattern. Useful
in a pipeline:
Credentials.bearer(token) |> Credentials.bind_to("github.com")
If the input is a bare auth tuple, bind_to/2 wraps it in a fresh
%Credentials{}. If it's already a %Credentials{} struct, the
existing auth is reused with the new pattern.
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          @spec for_host(host_cred(), String.t()) :: {:ok, auth()} | :none


      


Return the auth value iff the credential's host binding matches the
given URL. Returns :none otherwise.
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          @spec host_bound(String.t(), auth()) :: host_cred()


      


Wrap an auth value with a host pattern. The pattern is either a bare
hostname ("github.com") or a wildcard ("*.githubusercontent.com").
Use for_host/2 to extract the auth when (and only when) the URL
matches.

  



  
    
      
    
    
      unbound(auth)



        
          
        

    

  


  

      

          @spec unbound(auth()) :: host_cred()


      


Wrap an auth value without a host binding. Emits the auth for any
URL — caller has explicitly opted out of scoping.

  


        

      


  

    
Exgit.Diff 
    



      
Compare two git trees and return a list of changes.
Changes are returned as maps with explicit keys so callers can pattern
match on the operation, path, modes, and SHAs:
%{op: :added,             path: String.t(), new_mode: String.t(), new_sha: binary()}
%{op: :removed,           path: String.t(), old_mode: String.t(), old_sha: binary()}
%{op: :modified,          path: String.t(), old_mode: String.t(), new_mode: String.t(),
                          old_sha: binary(), new_sha: binary()}
%{op: :mode_changed,      path: String.t(), old_mode: String.t(), new_mode: String.t(),
                          old_sha: binary(), new_sha: binary()}
%{op: :submodule_change,  path: String.t(), old_sha: binary(), new_sha: binary()}
%{op: :type_changed,      path: String.t(), old_mode: String.t(), new_mode: String.t(),
                          old_sha: binary(), new_sha: binary()}
Options
	:prefix — path prefix for the produced change entries. Default "".
	:max_depth — maximum tree recursion depth. Protects against a
hostile tree with a circular reference or a pathological nesting
that would overflow the stack. Default 256 (git itself caps
around 4096).
	:max_changes — cap the number of change entries. Prevents
a single Diff.trees call from producing millions of entries
on a hostile input. Default nil (unbounded; caller takes
responsibility).

Defense in depth
Diff.trees/4 is the one path that walks arbitrary (possibly
remote-sourced) tree graphs recursively. It must not overflow the
stack or loop forever on a tree object that references itself
(directly or indirectly). The :max_depth cap is the guard; a
tree that exceeds it returns {:error, {:max_depth_exceeded, n}}
so callers can distinguish "legitimately deep" from "hostile".
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          @type change() :: %{:op => atom(), :path => String.t(), optional(atom()) => term()}
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          @spec trees(term(), binary() | nil, binary() | nil, keyword()) ::
  {:ok, [change()]} | {:error, term()}


      



  


        

      


  

    
Exgit.Diff.LineDiff 
    



      
Line-level diff between two sequences of lines via Myers diff.
The primary output is a list of matched pairs [{a_idx, b_idx}]
— 0-based indices of lines that appear in both inputs in the same
relative order. Anything in a not in that set is "deleted";
anything in b not in that set is "added."
Algorithm: Myers diff
Myers (1986) finds the shortest edit script (SES) — the minimum
number of insertions and deletions that transforms a into b.
An SES corresponds to the longest common subsequence (LCS).
Complexity
	Time:  O((N + M) × D)  where D = |insertions| + |deletions|
	Space: O((N + M) × D)  for the backtracking trace

For typical blame workloads where each commit edits a handful of
lines (small D), this is orders of magnitude faster than the
previous O(N × M) LCS DP:
	File size	LCS DP (D≈10)	Myers (D≈10)
	100 lines	~100K	~2K
	500 lines	~2.5M	~10K
	5000 lines	~250M	~100K

The algorithm in brief
A diagonal k = x − y represents all positions (x, y) where we've
consumed x lines from A and y lines from B. Walking diagonally
(x++, y++ while A[x]==B[y]) is a snake — free matching. A single
horizontal step (x++) is a deletion; a vertical step (y++) is an
insertion; together they cost one edit.
Forward phase: for edit depth D = 0, 1, 2, …, explore every
diagonal k ∈ {−D, −D+2, …, D−2, D}. On each diagonal, choose the
greedy starting position (either V[k−1]+1 from the right or V[k+1]
from below), extend the snake as far as possible, and record the
furthest x. Save a snapshot of V at each D. Stop when some diagonal
reaches (n, m).
Backtrack phase: replay the snapshots in reverse, mirroring the
forward greedy choice exactly. At each level, locate the snake
(diagonal run of matched lines) and emit the matched pairs; recurse
with the position before the edit (not the snake start).
Tie-breaking convention
When V[k−1] == V[k+1], the forward algorithm prefers "right" (delete
from A). The backtrack mirrors this identically using the same
condition. Changing the tie-break in one place without the other
produces wrong results.
API contract (unchanged from LCS implementation)
iex> Exgit.Diff.LineDiff.matched_pairs(
...>   ["a", "b", "c"],
...>   ["a", "x", "c"]
...> )
[{0, 0}, {2, 2}]
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        Convenience: given matched pairs, return the list of 0-based
indices in b_lines that are new (not carried from a_lines).
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        Convenience: for each 0-based index in b_lines that was carried
from a_lines, return {b_idx, a_idx}.
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        Compute matched line pairs between a_lines and b_lines.
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          @type line_index() :: non_neg_integer()
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          @type matched_pairs() :: [{line_index(), line_index()}]
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          @spec b_additions(matched_pairs(), non_neg_integer()) :: [line_index()]


      


Convenience: given matched pairs, return the list of 0-based
indices in b_lines that are new (not carried from a_lines).
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          @spec b_carryovers(matched_pairs()) :: [{line_index(), line_index()}]


      


Convenience: for each 0-based index in b_lines that was carried
from a_lines, return {b_idx, a_idx}.
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          @spec matched_pairs([String.t()], [String.t()]) :: matched_pairs()


      


Compute matched line pairs between a_lines and b_lines.
Returns a list of {a_index, b_index} tuples, 0-based, in
strictly increasing order of both indices. Each index appears in
at most one pair.
Examples
iex> Exgit.Diff.LineDiff.matched_pairs(
...>   ["a", "b", "c"],
...>   ["a", "x", "c"]
...> )
[{0, 0}, {2, 2}]

iex> Exgit.Diff.LineDiff.matched_pairs(["a", "b"], ["a", "b"])
[{0, 0}, {1, 1}]

iex> Exgit.Diff.LineDiff.matched_pairs([], ["a"])
[]

iex> Exgit.Diff.LineDiff.matched_pairs(["a"], [])
[]

  


        

      


  

    
Exgit.Error 
    



      
Canonical error shape for exgit.
Library callers pattern-match errors across many modules. Having a
single shape — %Exgit.Error{code: atom(), context: map()} —
makes that ergonomic; ad-hoc {:error, atom()} vs
{:error, {atom(), details}} variants force defensive wrapping
in every consumer.
Functions that have stable ad-hoc shapes today (e.g.
{:error, :not_found}) continue to return those for backward
compatibility. New error paths SHOULD construct %Exgit.Error{}
and emit {:error, %Exgit.Error{}}. v1.0 may coalesce all error
paths onto this struct.
Codes
Each error carries an atom :code that names the kind of failure.
Well-known codes:
	:not_found — object, ref, or path missing.
	:invalid_ref_name — ref name failed Exgit.RefName.valid?/1
(defensive validation of ref names, including wire input).
	:invalid_hex_header — a commit/tag header expected 40-char
hex and got something else.
	:malformed_tree_entry — tree decode failed structurally.
	:tree_entry_name_* — tree entry name rejected for path
traversal reasons (see Exgit.Object.Tree.decode/1).
	:sha_mismatch — content-addressed verification failed.
	:zlib_error — zlib decompression failed on untrusted input.
	:resolved_too_large, :object_too_large, :pack_too_large —
pack parser resource-limit trip.
	:http_error — non-2xx response from a transport.
	:compare_and_swap_failed — ref store CAS check failed.

Fields
	:code — the atom code.
	:context — a map of additional structured data (e.g. the
SHA, the ref name, the declared-vs-actual size). Stable keys
per code are part of the SemVer public API; ad-hoc debug
context keys (prefix _) are not.
	:message — optional human-readable summary.
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          @type t() :: %Exgit.Error{code: atom(), context: map(), message: String.t() | nil}
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          @spec new(atom(), keyword() | map()) :: t()


      



  


        

      


  

    
Exgit.FS 
    



      
Path-oriented read/write access to a git repository — the interface an
agent actually wants.
All functions accept a reference that can be any of:
	"HEAD" (or any ref name like "refs/heads/main")
	a raw commit binary SHA (20 bytes)
	a raw tree binary SHA (20 bytes) — treated as the root tree

Path separators are always forward slashes. Leading/trailing slashes
are tolerated; "" and "/" refer to the root tree.
Threaded vs streaming
Strict operations (read_path/3, ls/3, stat/3, write_path/4,
prefetch/3) return a tagged triple {:ok, result, repo} so that
any object-store state grown during the call (e.g. lazy cache
population from Promisor.resolve/2) is visible to subsequent calls:
{:ok, {_mode, blob1}, repo} = FS.read_path(repo, "HEAD", "a.ex")
{:ok, {_mode, blob2}, repo} = FS.read_path(repo, "HEAD", "b.ex")
Streaming operations (walk/2, grep/4) return lazy enumerables
and use pure ObjectStore.get/2. They do NOT fetch missing objects
from a promisor. Prime the cache first with prefetch/3 if needed.
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        await_prefetch(task, timeout_ms \\ 60000)

      


        Wait for an async prefetch task to complete.



    


    
      
        cancel_prefetch(task)

      


        Cancel an in-flight async prefetch.



    


    
      
        exists?(repo, reference, path)

      


        Return true if the path exists under the given reference.



    


    
      
        glob(repo, reference, pattern)

      


        List the file paths matching pattern, like Path.wildcard/1.



    


    
      
        grep(repo, reference, pattern, opts \\ [])

      


        Stream grep over the blobs reachable from reference. Streaming; does
not grow the cache.



    


    
      
        ls(repo, reference, path)

      


        List entries of the directory at path. Returns {:ok, entries, repo}.



    


    
      
        multi_grep(repo, reference, patterns, opts \\ [])

      


        Stream grep over multiple patterns in a single tree walk.



    


    
      
        prefetch(repo, reference, opts \\ [])

      


        Prefetch trees reachable from reference (and optionally all
blobs) into the object store.



    


    
      
        prefetch_async(handle, reference \\ "HEAD", opts \\ [])

      


        Kick off a prefetch against a RepoHandle as a background task.



    


    
      
        prefetch_history(repo, reference \\ "HEAD")

      


        Prefetch the commit graph (commits + trees, no blobs) reachable
from reference. Required for operations that walk history such
as Exgit.Blame.blame/3.



    


    
      
        read_lines(repo, reference, path, line_range)

      


        Read a slice of path at reference, returning only the lines
within line_range.



    


    
      
        read_path(repo, reference, path, opts \\ [])

      


        Read the blob at path. Returns {:ok, {mode, %Blob{}}, repo} or
{:error, reason}. The returned repo reflects any cache growth
triggered during resolution.



    


    
      
        rm_path(repo, reference, path, opts \\ [])

      


        Remove the entry at path from the tree at reference. Returns
{:ok, new_tree_sha, repo} — the new tree omits the entry; existing
blob/tree objects are left untouched (git is content-addressed; orphan
objects are GC'd separately).



    


    
      
        size(repo, reference, path)

      


        Size in bytes of the blob at path — WITHOUT reading its content.



    


    
      
        stat(repo, reference, path)

      


        Stat the path. Returns {:ok, stat, repo}.



    


    
      
        walk(repo, reference)

      


        Lazy {path, blob_sha} stream of every file reachable from the given
reference's tree.



    


    
      
        write_path(repo, reference, path, content, opts \\ [])

      


        Write content to path. Returns {:ok, new_tree_sha, repo}.
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          @type grep_match() :: %{
  :path => String.t(),
  :line_number => pos_integer(),
  :line => String.t(),
  :match => String.t(),
  optional(:context_before) => [{pos_integer(), String.t()}],
  optional(:context_after) => [{pos_integer(), String.t()}]
}
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          @type line_range() :: pos_integer() | Range.t() | [pos_integer() | Range.t()]
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          @type multi_grep_match() :: %{
  :tag => term(),
  :path => String.t(),
  :line_number => pos_integer(),
  :line => String.t(),
  :match => String.t(),
  optional(:context_before) => [{pos_integer(), String.t()}],
  optional(:context_after) => [{pos_integer(), String.t()}]
}
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          @type multi_grep_patterns() ::
  %{required(atom() | String.t()) => String.t() | Regex.t()}
  | [String.t() | Regex.t()]
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          @type path() :: String.t()
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          @type ref() :: String.t() | binary()
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          @type stat() :: %{
  type: :blob | :tree | :submodule,
  mode: String.t(),
  size: non_neg_integer() | nil
}
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      await_prefetch(task, timeout_ms \\ 60000)



        
          
        

    

  


  

      

          @spec await_prefetch(Task.t(), timeout()) :: {:ok, :prefetched} | {:error, term()}


      


Wait for an async prefetch task to complete.
Returns {:ok, :prefetched} on success, {:error, reason} on
failure, or {:error, :timeout} if the task didn't complete
within timeout_ms (default 60_000).
Does NOT cancel the task on timeout — call cancel_prefetch/1
explicitly if you want to abort.
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          @spec cancel_prefetch(Task.t()) :: :ok


      


Cancel an in-flight async prefetch.
The task is shut down brutally; any work it had done is
discarded (the handle was never updated). Emits
[:exgit, :fs, :prefetch_async, :cancelled] telemetry so
operators can see cancellation patterns.
Returns :ok whether the task was still running or already
completed.
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          @spec exists?(Exgit.Repository.t(), ref(), path()) :: boolean()


      


Return true if the path exists under the given reference.
Does not return the updated repo — this is a boolean shortcut. If you
care about the grown cache after the check, use stat/3.
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          @spec glob(Exgit.Repository.t(), ref(), String.t()) :: [String.t()]


      


List the file paths matching pattern, like Path.wildcard/1.
Walks the tree lazily (pure ObjectStore.get/2, does not grow the
cache) and returns the sorted list of matching paths. Unlike
walk/2 and grep/4 this is not a stream — sorting requires
collecting every match, so the whole tree is traversed before the
call returns. An unmatched pattern returns [].
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          @spec grep(Exgit.Repository.t(), ref(), String.t() | Regex.t(), keyword()) ::
  Enumerable.t()


      


Stream grep over the blobs reachable from reference. Streaming; does
not grow the cache.
Options
	:path — glob restricting which paths are searched. Default "**".
	:max_count — stop after N matches (across all files). Default
unlimited.
	:include_binary — include binary blobs. Default false; binary
detection is a NUL-byte heuristic on the first 8 KB.
	:case_insensitive — "i" regex flag. Default false.
	:max_concurrency — parallel worker count. Default 1.

Context
	:context — symmetric context, N lines before + after each match.
Sets :before and :after to the same value.
	:before — lines of context BEFORE each match.
	:after — lines of context AFTER each match.

When any of :context, :before, or :after is positive, result
rows gain :context_before and :context_after fields, each a list
of {line_number, line} tuples. Lists may be empty when a match is
near the start or end of a file. When no context is requested, those
fields are absent from the returned map — existing callers pattern-
matching %{path: _, line_number: _, line: _, match: _} continue to
work.
When two matches in the same file are closer than before + after
lines, their context ranges overlap. Each match emits its own
independent row; the consumer may deduplicate by line number.
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          @spec ls(Exgit.Repository.t(), ref(), path()) ::
  {:ok, [{String.t(), String.t(), binary()}], Exgit.Repository.t()}
  | {:error, term()}


      


List entries of the directory at path. Returns {:ok, entries, repo}.

  



    

  
    
      
    
    
      multi_grep(repo, reference, patterns, opts \\ [])



        
          
        

    

  


  

      

          @spec multi_grep(Exgit.Repository.t(), ref(), multi_grep_patterns(), keyword()) ::
  Enumerable.t()


      


Stream grep over multiple patterns in a single tree walk.
Each result row is tagged with the pattern that matched, so an
agent looking for "any of N vulnerability signatures" or "any
of N identifiers" gets back a uniform stream with :tag
identifying which pattern hit.
patterns may be either:
	a map %{tag => pattern} — the tag is whatever the
caller chose (atom, string, tuple, anything); each result
row has :tag => that_tag.
	a list [pattern, ...] — each pattern is its own tag
(the pattern itself appears in :tag).

pattern in each position is the same type grep/4 accepts:
a string (escaped to a literal regex) or a %Regex{}.
Result shape
%{
  tag: :auth,
  path: "lib/auth.ex",
  line_number: 42,
  line: "  @auth_token System.get_env(...)",
  match: "auth_token",
  # :context_before / :context_after present iff a context
  # option was set (same semantics as `grep/4`).
}
Two patterns matching the same (path, line_number) produce
two result rows, each with its own tag. Consumers that want
per-line deduplication can merge on (path, line_number).
Options
Same options as grep/4: :path, :max_count,
:include_binary, :case_insensitive, :max_concurrency,
:context / :before / :after. :case_insensitive applies
uniformly to all patterns.
Patterns within a list/map are NOT deduplicated; duplicate
patterns with distinct tags are scanned once per tag, producing
duplicate result rows (the caller asked for it).
Implementation
Sequentially applies each compiled regex to each blob. For N
patterns and M blobs this is O(N×M) regex scans, but the walk +
path-glob filter + binary-detection + blob-decompress happen
once per blob — dominating costs for real workloads. An
alternation-regex alternative (one scan, pattern dispatch via
named captures) would be a future optimization; the current
shape is correct-first and easy to debug.
Example
patterns = %{
  token: ~r/auth_token/i,
  key:   ~r/api_key/i,
  secret: "SECRET"
}

repo
|> Exgit.FS.multi_grep("HEAD", patterns, context: 2)
|> Enum.group_by(& &1.tag)
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          @spec prefetch(Exgit.Repository.t(), ref(), keyword()) ::
  {:ok, Exgit.Repository.t()} | {:error, term()}


      


Prefetch trees reachable from reference (and optionally all
blobs) into the object store.
Options:
	:blobs — when true, fetch blobs in addition to trees. When
the call fetches blobs AND the repo is :lazy, the returned
repo's :mode flips to :eager because every reachable object
from reference is now resident and streaming ops can proceed
without further transport calls. When blobs: false, mode is
unchanged.

Prefer Exgit.Repository.materialize/2 for the one-shot
"lazy-to-eager" conversion; prefetch/3 is the progressive
variant that lets you stage trees and blobs independently.
Performance
For :lazy repos backed by a remote Promisor, prefetch uses a
single batched fetch: one want <tree_sha> HTTP request that
asks the server to pack up the tree AND everything reachable from
it (or with filter: blob:none when blobs: false). This
collapses what could be thousands of on-demand HTTP round trips
into one request + one pack parse. Measured on
anomalyco/opencode (4,605 files, ~53 MB pack): prefetch drops
from ~52s (per-object) to ~7s (batched) on a home connection.
For already-materialized repos (eager, Disk, Memory) the call
is a no-op — everything reachable is already local.
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          @spec prefetch_async(Exgit.RepoHandle.t(), ref(), keyword()) ::
  {:ok, Task.t()} | {:error, term()}


      


Kick off a prefetch against a RepoHandle as a background task.
Returns {:ok, task} immediately. The task runs under
Exgit.TaskSupervisor and calls prefetch/3 against the
handle's current snapshot. When the task completes, it atomically
commits the populated repo back to the handle via
RepoHandle.update/2.
Critically, the prefetch uses update/2 (not put/2), so if
other processes have written to the handle during the prefetch,
their writes are preserved — the prefetch's new objects are
imported into whatever the current cache is at commit time.
Options
Forwarded to prefetch/3:
	:blobs (default true) — fetch blobs in addition to trees
for the HEAD reachability. The sensible default for async
prefetch: if you're going to search or read, you need blobs.

Lifecycle
	Await completion: await_prefetch(task, timeout).
	Cancel in flight: cancel_prefetch(task). Any work the task
had done is discarded — the handle is unchanged.
	Result on success: {:ok, :prefetched}.
	Result on failure: {:error, reason}.

Telemetry
The task emits [:exgit, :fs, :prefetch_async, :start] and
[:exgit, :fs, :prefetch_async, :stop] events so operators
can see background prefetches in their dashboards.
Example
{:ok, handle} = Exgit.RepoHandle.start_link(repo)
{:ok, task} = Exgit.FS.prefetch_async(handle)

# ... do other work with the handle; reads see a growing cache ...

:ok = Exgit.FS.await_prefetch(task, 30_000)
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          @spec prefetch_history(Exgit.Repository.t(), ref()) ::
  {:ok, Exgit.Repository.t()} | {:error, term()}


      


Prefetch the commit graph (commits + trees, no blobs) reachable
from reference. Required for operations that walk history such
as Exgit.Blame.blame/3.
This is a separate concern from prefetch/3:
	prefetch(repo, ref, blobs: true) fetches HEAD's tree + all
reachable blobs — everything grep / read_path / walk need.
	prefetch_history(repo, ref) additionally fetches ancestor
commits + their trees. History walks (blame, log, merge_base)
need this.

Splitting them means callers pay only for what they use. On
anomalyco/opencode: prefetch(blobs: true) ~8s (53 MB of
blobs), prefetch_history/2 ~2s (15 MB of commit graph), full
materialization ~10s — vs ~52s in the older non-batched
implementation.
Transport protocol
Issues one want <commit_sha> with filter: "blob:none". The
server returns a pack containing every commit and tree
reachable from the commit, minus blob content. For repos with
deep history this is much smaller than the full reachability
set — opencode's commit graph is 15 MB vs its full reachability
of 211 MB.
For non-Promisor stores (Disk / Memory / eager) this is a no-op.
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          @spec read_lines(Exgit.Repository.t(), ref(), path(), line_range()) ::
  {:ok, [{pos_integer(), String.t()}], Exgit.Repository.t()} | {:error, term()}


      


Read a slice of path at reference, returning only the lines
within line_range.
line_range is 1-indexed and accepts:
	N — a single line number.
	first..last — inclusive range (step must be 1).
	a list of any of the above.

Returns {:ok, [{line_number, line}], repo}. Line numbers match
FS.grep/4's convention:
	trailing \n does NOT create a phantom empty line;
	a file not ending in \n still counts its partial last line;
	an empty file has zero lines.

Requested lines that fall outside the file are silently dropped
(so read_lines(repo, ref, path, 1..1000) returns up to as many
lines as the file has, rather than erroring). Duplicate or
overlapping ranges in a list-form range are deduplicated, and
returned lines are sorted ascending.
Errors
	{:error, :not_found} — path missing
	{:error, :not_a_blob} — path is a directory
	{:error, {:invalid_line_range, term()}} — unparseable
range (zero/negative line numbers, non-unit step, etc.)

Why not just read_path and slice?
For a 10k-line source file, read_path materializes the full
decompressed blob and the caller then does the line splitting
and binary_parts. This function does one decompress + one
newline scan + O(requested_lines) binary_parts — same result,
bounded work per call. It also composes with grep +
:context: grep can give you a match and narrow context;
read_lines can give you wider context only when the agent
asks.
Examples
{:ok, [{42, "def foo do"}], _repo} =
  FS.read_lines(repo, "HEAD", "lib/a.ex", 42)

{:ok, lines, _repo} =
  FS.read_lines(repo, "HEAD", "lib/a.ex", 10..20)

{:ok, lines, _repo} =
  FS.read_lines(repo, "HEAD", "lib/a.ex", [1, 10..12, 100])

  



    

  
    
      
    
    
      read_path(repo, reference, path, opts \\ [])



        
          
        

    

  


  

      

          @spec read_path(Exgit.Repository.t(), ref(), path(), keyword()) ::
  {:ok,
   {String.t(),
    Exgit.Object.Blob.t() | {:lfs_pointer, Exgit.LFS.pointer_info()}},
   Exgit.Repository.t()}
  | {:error, :not_found | :not_a_blob | :submodule | term()}


      


Read the blob at path. Returns {:ok, {mode, %Blob{}}, repo} or
{:error, reason}. The returned repo reflects any cache growth
triggered during resolution.
Options
	:detect_lfs_pointers (default false) — when true, blobs
that parse as git-lfs pointer files are returned as
{:ok, {mode, {:lfs_pointer, info}}, repo} instead of
{:ok, {mode, %Blob{}}, repo}. info is a map with
:oid, :size, and :raw (the original pointer bytes).
Detection only — the actual LFS content is never fetched
(that requires a separate batch-API protocol against the LFS
server). Callers that need the real bytes can hand info.raw
to an LFS client. An agent reading blobs without this flag
against an LFS-using repo will silently receive ~130-byte
pointer text as if it were file content — a correctness
cliff. See Exgit.LFS for detection details.
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          @spec rm_path(Exgit.Repository.t(), ref(), path(), keyword()) ::
  {:ok, binary(), Exgit.Repository.t()} | {:error, term()}


      


Remove the entry at path from the tree at reference. Returns
{:ok, new_tree_sha, repo} — the new tree omits the entry; existing
blob/tree objects are left untouched (git is content-addressed; orphan
objects are GC'd separately).
Options
	:recursive — when true, removing a directory also removes its
contents. Default false; removing a directory without
:recursive returns {:error, :eisdir}.

Errors:
	{:error, :not_found} — path does not exist in the tree
	{:error, :eisdir} — path is a directory and :recursive is
not set
	{:error, :cannot_rm_root} — path is empty or "/"

Mirrors write_path/5's tree-rewrite shape so a workspace can chain
rm_path and write_path calls to assemble multi-file edits before
committing.
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          @spec size(Exgit.Repository.t(), ref(), path()) ::
  {:ok, non_neg_integer(), Exgit.Repository.t()} | {:error, term()}


      


Size in bytes of the blob at path — WITHOUT reading its content.
The size-aware companion to read_path/4: use it to decide whether a
blob is too large to pull into memory before you pull it. For the
in-memory store this is O(1) (the size is indexed, not recomputed);
for on-disk loose objects it inflates only the header.
Resolving the path may fetch tree objects (small) on a lazy clone,
but the blob itself is never fetched. For a lazy/partial clone whose
blob has not been materialized yet, returns {:error, :not_local}
rather than triggering a possibly-multi-GB fetch — call read_path/4
when you actually want the bytes. Directories return
{:error, :not_a_blob}. Gitlink (submodule) entries return
{:error, :submodule} — the entry's SHA names a commit in the
submodule's own repository, so it has no size here and no amount
of prefetching will make it local.
{:ok, size, repo} = Exgit.FS.size(repo, "HEAD", "go.mod")

  



  
    
      
    
    
      stat(repo, reference, path)



        
          
        

    

  


  

      

          @spec stat(Exgit.Repository.t(), ref(), path()) ::
  {:ok, stat(), Exgit.Repository.t()} | {:error, term()}


      


Stat the path. Returns {:ok, stat, repo}.
Gitlink (submodule) entries stat as %{type: :submodule, size: nil}
without fetching anything — the entry's SHA lives in the submodule's
own repository.
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          @spec walk(Exgit.Repository.t(), ref()) :: Enumerable.t()


      


Lazy {path, blob_sha} stream of every file reachable from the given
reference's tree.
This is a streaming operation — it does NOT grow the object store
cache on a lazy repo. Prefetch first if needed.
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          @spec write_path(Exgit.Repository.t(), ref(), path(), binary(), keyword()) ::
  {:ok, binary(), Exgit.Repository.t()} | {:error, term()}


      


Write content to path. Returns {:ok, new_tree_sha, repo}.

  


        

      


  

    
Exgit.Filter 
    



      
Partial-clone filter specs (git protocol v2 filter capability).
Filters tell the server to omit certain objects from the packfile it
sends. The classic use case is {:blob, :none} ("blobless clone"),
which skips all blobs — an agent that only needs to list files or
traverse history doesn't pay the cost of fetching file contents it
will never read.
Supported specs
	:none — no filter. Default.
	{:blob, :none} — server omits all blobs. Encoded as "blob:none".
	{:blob, {:limit, bytes_or_string}} — server omits blobs larger than
the given size. bytes_or_string is either an integer byte count
(1024) or a human-readable string ("1m", "100k"). Encoded as
"blob:limit=<value>".
	{:tree, depth} — server omits trees deeper than depth. Encoded
as "tree:<depth>". Depth 0 means commits only.
	{:raw, "<spec>"} — escape hatch for specs we haven't modelled.
Passed to the server verbatim.

Errors
encode/1 validates specs up front. An invalid spec returns
{:error, {:invalid_filter, reason}} rather than reaching the wire.
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        encode(other)

      


        Validate and encode a filter spec. Returns :none for :none,
otherwise {:ok, wire_string} or {:error, {:invalid_filter, _}}.
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          @type spec() ::
  :none
  | {:blob, :none}
  | {:blob, {:limit, pos_integer() | String.t()}}
  | {:tree, non_neg_integer()}
  | {:raw, String.t()}
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          @spec encode(spec()) :: :none | {:ok, String.t()} | {:error, term()}


      


Validate and encode a filter spec. Returns :none for :none,
otherwise {:ok, wire_string} or {:error, {:invalid_filter, _}}.

  


        

      


  

    
Exgit.Hash behaviour
    



      
Behaviour for a git object-id hash function.
Implemented by Exgit.Hash.SHA1. A SHA-256 repo implementation
would add a sibling module implementing this behaviour. The rest
of the library dispatches through Exgit.Object.compute_sha/2
which uses SHA-1 today.
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          @type sha() :: binary()
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          @callback hash(iodata()) :: sha()
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          @callback hash_hex(iodata()) :: String.t()
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          @callback hex_length() :: pos_integer()
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          @callback id_length() :: pos_integer()


      



  


        

      


  

    
Exgit.Hash.SHA1 
    



      
SHA-1 implementation of Exgit.Hash. Currently the only hash
function used — git's default. SHA-256 repos are not yet
supported.

      




  

    
Exgit.Index 
    



      
Parser for git's on-disk index format (.git/index).
Experimental
The index module is read-only and exists for forensic
inspection / staging-area debugging — not for writing back
staged changes. The API, error shapes, and bounds are subject
to change in any 0.x release. If you're building on this, pin
a specific version and monitor the CHANGELOG.
Exgit does not currently support committing FROM a populated
index; callers that want a commit workflow build trees
directly via Exgit.Object.Tree.new/1 and commit via
Exgit.Object.Commit.new/1.
Supports index versions 2 and 3. Version 4 (name-prefix compression)
is explicitly rejected rather than silently misparsed — see
gitformat-index(5).
All parse errors are returned as {:error, _}; malformed inputs never
raise.
Bounds
	:max_entries — maximum number of entries the parser will
attempt to decode. A hostile index with count = 2^32-1
would otherwise trigger billions of iterations. Default
1,000,000 — comfortably above any real monorepo
(linux/linux is ~75k).
	:max_bytes — maximum input size. Default 512 MiB. Paired
with :max_entries as defense-in-depth.
	:verify_checksum — when true (default), verify the
trailing SHA-1 checksum and reject corrupt indexes. Disable
only for forensic analysis of known-corrupt files.
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        entries(index)

      


        Return the list of entries in a parsed index.



    


    
      
        parse(data, opts \\ [])

      


        Parse index bytes. See moduledoc for the option set and bounds.
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        Read and parse <path>/.git/index (or any index file path).
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          @type t() :: %Exgit.Index{entries: [Exgit.Index.Entry.t()], version: 2 | 3}
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          @spec entries(t()) :: [Exgit.Index.Entry.t()]


      


Return the list of entries in a parsed index.
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          @spec parse(
  binary(),
  keyword()
) :: {:ok, t()} | {:error, term()}


      


Parse index bytes. See moduledoc for the option set and bounds.

  



    

  
    
      
    
    
      read(path, opts \\ [])



        
          
        

    

  


  

      

          @spec read(
  Path.t(),
  keyword()
) :: {:ok, t()} | {:error, term()}


      


Read and parse <path>/.git/index (or any index file path).
See the moduledoc for options and caveats.

  


        

      


  

    
Exgit.LFS 
    



      
Git LFS (Large File Storage) pointer detection.
Git LFS replaces large binary blobs in the object database with
small text "pointer" files of the form:
version https://git-lfs.github.com/spec/v1
oid sha256:4d7a214614ab2935c943f9e0ff69d22eadbb8f32b1258daaa5e2ca24d17e2393
size 12345
The actual content lives on an LFS server and is fetched via a
separate protocol (batch API over HTTPS). An agent reading the
blob through normal git-object APIs sees the ~130-byte pointer
text, not the file contents — a silent correctness cliff if the
agent doesn't know to check.
Exgit.FS.read_path/4 with detect_lfs_pointers: true uses
parse/1 here to surface detected pointers as a structured
{:lfs_pointer, info} tuple instead of returning the pointer
text as if it were content. Detection is the whole story —
fetching the pointed-to content from the LFS server is left to
the caller.
Strictness
parse/1 matches git lfs pointer --check behavior:
	Input must be ≤ @max_pointer_bytes (1024 bytes). Real LFS
pointers are ~130 bytes; the cap rejects regular blobs that
happen to start with "version https://...".
	First line must be exactly version https://git-lfs.github.com/spec/v1\n.
	Subsequent lines must be <key> <value>\n pairs, keys in
ASCII-sorted order, values non-empty.
	oid and size are required; oid must match sha256:<64 hex>
and size must be a non-negative decimal integer.
	Unknown keys are permitted only if they match ext-N-<name>
where N is a decimal. Unknown non-ext keys cause rejection.
	Input must end with \n.

The tight matching keeps false positives near zero — a regular
text blob that coincidentally starts with the version line still
has to satisfy every other constraint.

      


      
        Summary


  
    Types
  


    
      
        pointer_info()

      


    





  
    Functions
  


    
      
        parse(data)

      


        Parse data as a git-lfs pointer file.



    


    
      
        pointer?(data)

      


        Predicate form of parse/1. Returns true iff data is a
valid LFS pointer.
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          @type pointer_info() :: %{oid: String.t(), size: non_neg_integer(), raw: binary()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      parse(data)



        
          
        

    

  


  

      

          @spec parse(binary()) :: {:ok, pointer_info()} | {:error, term()}


      


Parse data as a git-lfs pointer file.
Returns {:ok, %{oid, size, raw}} on a valid pointer, or
{:error, reason} on any rejection.
The raw field is the original bytes unchanged — callers that
want to re-emit the pointer (e.g. to pass through to a layer
that knows how to fetch from the LFS server) can use it
without having to reserialize.
Examples
iex> ptr = """
...> version https://git-lfs.github.com/spec/v1
...> oid sha256:4d7a214614ab2935c943f9e0ff69d22eadbb8f32b1258daaa5e2ca24d17e2393
...> size 12345
...> """
iex> {:ok, info} = Exgit.LFS.parse(ptr)
iex> info.size
12345
iex> info.oid
"sha256:4d7a214614ab2935c943f9e0ff69d22eadbb8f32b1258daaa5e2ca24d17e2393"

iex> Exgit.LFS.parse("not an lfs pointer")
{:error, :not_lfs_pointer}
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          @spec pointer?(binary()) :: boolean()


      


Predicate form of parse/1. Returns true iff data is a
valid LFS pointer.

  


        

      


  

    
Exgit.Object 
    



      
Umbrella type + dispatch for git's four object kinds: Blob,
Tree, Commit, Tag. Each has its own struct in
Exgit.Object.*; this module is the common entry point for
decode/encode/sha/type across all of them.
Decoding (decode/2) is tagged: pass the type atom plus raw
object bytes, receive back {:ok, struct} or {:error, _}.
Decoders never raise on untrusted input — see
Exgit.Security.DecoderFuzzTest for the regression corpus.
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          @spec type_string(t()) :: String.t()


      



  


        

      


  

    
Exgit.Object.Blob 
    



      
Git blob object — a raw byte buffer.
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        encode(blob)

      


    


    
      
        new(data)

      


    


    
      
        sha(blob)

      


    


    
      
        sha_hex(blob)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.Object.Blob{data: binary()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(bytes)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, t()}


      



  



  
    
      
    
    
      encode(blob)



        
          
        

    

  


  

      

          @spec encode(t()) :: binary()


      



  



  
    
      
    
    
      new(data)



        
          
        

    

  


  

      

          @spec new(binary()) :: t()


      



  



  
    
      
    
    
      sha(blob)



        
          
        

    

  


  

      

          @spec sha(t()) :: Exgit.Object.sha()


      



  



  
    
      
    
    
      sha_hex(blob)



        
          
        

    

  


  

      

          @spec sha_hex(t()) :: String.t()


      



  


        

      


  

    
Exgit.Object.Commit 
    



      
A git commit object.
Commits are represented as a message plus an ordered list of headers.
Preserving both the order and the verbatim content of headers is required
for SHA stability: two commits with the same logical content but different
header orderings are distinct git objects with distinct SHAs. This matters
especially for signed commits — tampering with the header order would
invalidate the gpgsig block.
Convenience accessors (tree/1, parents/1, author/1, committer/1,
gpgsig/1) extract well-known headers. Arbitrary headers (e.g. encoding,
mergetag, HG:rename) are preserved in the :headers list but have no
dedicated accessor.

      


      
        Summary


  
    Types
  


    
      
        header()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        author(c)

      


    


    
      
        committer(c)

      


    


    
      
        decode(bytes)

      


    


    
      
        encode(commit)

      


    


    
      
        gpgsig(commit)

      


    


    
      
        new(opts)

      


    


    
      
        parents(commit)

      


    


    
      
        sha(commit)

      


    


    
      
        sha_hex(commit)

      


    


    
      
        tree(c)

      


    





      


      
        Types


        


  
    
      
    
    
      header()



        
          
        

    

  


  

      

          @type header() :: {name :: String.t(), value :: String.t()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.Object.Commit{headers: [header()], message: String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      author(c)



        
          
        

    

  


  

      

          @spec author(t()) :: String.t()


      



  



  
    
      
    
    
      committer(c)



        
          
        

    

  


  

      

          @spec committer(t()) :: String.t()


      



  



  
    
      
    
    
      decode(bytes)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, t()} | {:error, term()}


      



  



  
    
      
    
    
      encode(commit)



        
          
        

    

  


  

      

          @spec encode(t()) :: iolist()


      



  



  
    
      
    
    
      gpgsig(commit)



        
          
        

    

  


  

      

          @spec gpgsig(t()) :: String.t() | nil


      



  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      



  



  
    
      
    
    
      parents(commit)



        
          
        

    

  


  

      

          @spec parents(t()) :: [binary()]


      



  



  
    
      
    
    
      sha(commit)



        
          
        

    

  


  

      

          @spec sha(t()) :: Exgit.Object.sha()


      



  



  
    
      
    
    
      sha_hex(commit)



        
          
        

    

  


  

      

          @spec sha_hex(t()) :: String.t()


      



  



  
    
      
    
    
      tree(c)



        
          
        

    

  


  

      

          @spec tree(t()) :: binary()


      



  


        

      


  

    
Exgit.Object.Tag 
    



      
Git annotated tag object.
Like Exgit.Object.Commit, a tag is represented as a message plus an
ordered list of headers. Unknown headers and continuation lines
(multi-line values such as embedded signatures) are preserved verbatim
and in order, so decode |> encode is byte-exact and re-encoding a
decoded tag never changes its SHA.
The :object field caches the validated object header as a raw
20-byte binary; encode/1 reads only :headers and :message.
Convenience accessors (type/1, tag/1, tagger/1) extract
well-known headers.
decode/1 validates the object header as a 40-char hex string.
Accessors on a decoded tag are infallible — a hostile remote cannot
DoS a walk/diff by shipping a tag with non-hex header bytes. See
test/exgit/security/tag_malformed_hex_test.exs for the
regression.

      


      
        Summary
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        header()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(bytes)

      


    


    
      
        encode(tag)

      


    


    
      
        new(opts)

      


    


    
      
        sha(tag)

      


    


    
      
        sha_hex(tag)

      


    


    
      
        tag(t)

      


    


    
      
        tagger(tag)

      


    


    
      
        type(t)

      


    





      


      
        Types


        


  
    
      
    
    
      header()



        
          
        

    

  


  

      

          @type header() :: {name :: String.t(), value :: String.t()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.Object.Tag{
  headers: [header()],
  message: String.t(),
  object: binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(bytes)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, t()} | {:error, term()}


      



  



  
    
      
    
    
      encode(tag)



        
          
        

    

  


  

      

          @spec encode(t()) :: iolist()


      



  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      



  



  
    
      
    
    
      sha(tag)



        
          
        

    

  


  

      

          @spec sha(t()) :: Exgit.Object.sha()


      



  



  
    
      
    
    
      sha_hex(tag)



        
          
        

    

  


  

      

          @spec sha_hex(t()) :: String.t()


      



  



  
    
      
    
    
      tag(t)



        
          
        

    

  


  

      

          @spec tag(t()) :: String.t()


      



  



  
    
      
    
    
      tagger(tag)



        
          
        

    

  


  

      

          @spec tagger(t()) :: String.t() | nil


      



  



  
    
      
    
    
      type(t)



        
          
        

    

  


  

      

          @spec type(t()) :: String.t()


      



  


        

      


  

    
Exgit.Object.Tree 
    



      
A git tree object.
decode/1 is byte-exact: it preserves the mode string verbatim so that
decode |> encode reproduces the original tree bytes (and thus the same
SHA). Historical git repositories occasionally contain legacy modes such
as 100664; normalizing those during decode would silently change the
tree's SHA and corrupt verification.
new/1 applies git's canonical ordering (dirs sort as if they had a
trailing /) and — by default — normalizes modes via
canonical_mode/1. Pass strict: true to raise on non-canonical
modes instead of silently coercing, or build the struct directly for
a raw, unvalidated tree.
Round-trip note
Tree.new(decoded.entries) is NOT always equivalent to decoded —
new/1 canonicalizes modes, so a decoded tree with legacy 100664
mode will have its mode rewritten by new/1 and its SHA will
change. If you need byte-exact round-trip, preserve the decoded
struct and don't pass it through new/1.
Path traversal
decode/1 validates each entry's name against the rules in Exgit.RefName
for path components — rejecting /, .., ., empty names, and
case-insensitive .git/.gitmodules entries. Hostile trees from a
pack never reach a materialize/checkout/write path.

      


      
        Summary


  
    Types
  


    
      
        entry()

      


    


    
      
        mode()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        canonical_mode(mode)

      


        Normalize a mode string to the canonical git spelling. Used by new/1
but NOT by decode/1. Octal modes canonicalize by their file-type
bits: directories ("040000" → "40000"), symlinks ("0120000" →
"120000") and gitlinks ("0160000" → "160000") keep their type;
everything else coerces to 100644 / 100755 based on the
executable bit. Non-octal strings are returned unchanged by the
one-arg form; the two-arg form with strict: true raises
ArgumentError on any non-canonical input.



    


    
      
        canonical_mode(mode, strict)

      


    


    
      
        decode(bytes)

      


    


    
      
        encode(tree)

      


    


    
      
        new(entries, opts \\ [])

      


        Build a canonical tree from a list of {mode, name, sha} entries.



    


    
      
        sha(tree)

      


    


    
      
        sha_hex(tree)

      


    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: {mode(), name :: String.t(), sha :: binary()}


      



  



  
    
      
    
    
      mode()



        
          
        

    

  


  

      

          @type mode() :: String.t()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.Object.Tree{entries: [entry()]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      canonical_mode(mode)



        
          
        

    

  


  

      

          @spec canonical_mode(String.t()) :: String.t()


      


Normalize a mode string to the canonical git spelling. Used by new/1
but NOT by decode/1. Octal modes canonicalize by their file-type
bits: directories ("040000" → "40000"), symlinks ("0120000" →
"120000") and gitlinks ("0160000" → "160000") keep their type;
everything else coerces to 100644 / 100755 based on the
executable bit. Non-octal strings are returned unchanged by the
one-arg form; the two-arg form with strict: true raises
ArgumentError on any non-canonical input.

  



  
    
      
    
    
      canonical_mode(mode, strict)



        
          
        

    

  


  

      

          @spec canonical_mode(String.t(), boolean()) :: String.t() | no_return()


      



  



  
    
      
    
    
      decode(bytes)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, t()} | {:error, term()}


      



  



  
    
      
    
    
      encode(tree)



        
          
        

    

  


  

      

          @spec encode(t()) :: iolist()


      



  



    

  
    
      
    
    
      new(entries, opts \\ [])



        
          
        

    

  


  

      

          @spec new(
  [entry()],
  keyword()
) :: t()


      


Build a canonical tree from a list of {mode, name, sha} entries.
Options:
	:strict — when true, raise ArgumentError on any mode that
is not one of the five canonical git modes (40000, 100644,
100755, 120000, 160000). Default: false, which
canonicalizes via canonical_mode/1: zero-padded modes normalize
to their canonical form ("040000" → "40000", "0120000" →
"120000"), other octal modes coerce to 100644 / 100755
based on the executable bit, and non-octal strings pass through
unchanged.


  



  
    
      
    
    
      sha(tree)



        
          
        

    

  


  

      

          @spec sha(t()) :: Exgit.Object.sha()


      



  



  
    
      
    
    
      sha_hex(tree)



        
          
        

    

  


  

      

          @spec sha_hex(t()) :: String.t()


      



  


        

      


  

    
Exgit.ObjectStore protocol
    



      
Storage protocol for git objects, keyed by binary SHA-1.
Implemented by Exgit.ObjectStore.Memory (in-heap),
Exgit.ObjectStore.Disk (git's on-disk layout), and
Exgit.ObjectStore.Promisor (lazy, fetch-on-demand).
Stores are pure values: every write (put/2, import_objects/2,
close_write/2) returns the updated store, which the caller must
thread forward. Reads never mutate.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        All the types that implement this protocol.



    





  
    Functions
  


    
      
        cancel_write(store, handle)

      


        Abort the write session and release any associated resources (open ports,
temp files, etc.) without persisting the object. Always returns :ok.



    


    
      
        close_write(store, handle)

      


        Finalise the write session: compute the object SHA, persist the object,
and return the updated store. Returns {:ok, sha, updated_store}.



    


    
      
        get(store, sha)

      


    


    
      
        has?(store, sha)

      


    


    
      
        import_objects(store, raw_objects)

      


    


    
      
        object_size(store, sha)

      


        Uncompressed byte size of an object WITHOUT materializing its content.



    


    
      
        open_write(store, type, expected_size)

      


        Open a streaming write session for an object of type and expected_size
bytes (the declared uncompressed size from the pack header).



    


    
      
        put(store, object)

      


    


    
      
        write_chunk(store, handle, chunk)

      


        Append a chunk of uncompressed content to the in-progress write session.
Returns {:ok, updated_handle}.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: term()


      


All the types that implement this protocol.

  


        

      

      
        Functions


        


  
    
      
    
    
      cancel_write(store, handle)



        
          
        

    

  


  

      

          @spec cancel_write(t(), term()) :: :ok


      


Abort the write session and release any associated resources (open ports,
temp files, etc.) without persisting the object. Always returns :ok.

  



  
    
      
    
    
      close_write(store, handle)



        
          
        

    

  


  

      

          @spec close_write(t(), term()) :: {:ok, binary(), t()} | {:error, term()}


      


Finalise the write session: compute the object SHA, persist the object,
and return the updated store. Returns {:ok, sha, updated_store}.

  



  
    
      
    
    
      get(store, sha)



        
          
        

    

  


  

      

          @spec get(t(), binary()) :: {:ok, Exgit.Object.t()} | {:error, term()}


      



  



  
    
      
    
    
      has?(store, sha)



        
          
        

    

  


  

      

          @spec has?(t(), binary()) :: boolean()


      



  



  
    
      
    
    
      import_objects(store, raw_objects)



        
          
        

    

  


  

      

          @spec import_objects(t(), [{atom(), binary(), binary()}]) :: {:ok, t()}


      



  



  
    
      
    
    
      object_size(store, sha)



        
          
        

    

  


  

      

          @spec object_size(t(), binary()) ::
  {:ok, non_neg_integer()} | {:error, :not_found | :not_local | term()}


      


Uncompressed byte size of an object WITHOUT materializing its content.
The point is a constant-memory size check: callers can decide whether a
blob is too large to read before paying to inflate it into the heap.
Returns {:ok, byte_count} when the store can answer, or:
	{:error, :not_found} — the object is genuinely absent from the
store.
	{:error, :not_local} — a meaningful, non-fatal result for lazy
stores (Promisor): it means "knowing this size requires a network
fetch", so the caller can opt in rather than have a multi-GB fetch
triggered behind a size check.
	{:error, term()} — store-specific failure (e.g. a corrupt loose
object on disk).


  



  
    
      
    
    
      open_write(store, type, expected_size)



        
          
        

    

  


  

      

          @spec open_write(t(), Exgit.Object.object_type(), non_neg_integer()) ::
  {:ok, term()} | {:error, term()}


      


Open a streaming write session for an object of type and expected_size
bytes (the declared uncompressed size from the pack header).
Returns {:ok, handle} where handle is an opaque term, or
{:error, :not_supported} for stores that do not implement the streaming API.

  



  
    
      
    
    
      put(store, object)



        
          
        

    

  


  

      

          @spec put(t(), Exgit.Object.t()) :: {:ok, binary(), t()}


      



  



  
    
      
    
    
      write_chunk(store, handle, chunk)



        
          
        

    

  


  

      

          @spec write_chunk(t(), term(), binary()) :: {:ok, term()} | {:error, term()}


      


Append a chunk of uncompressed content to the in-progress write session.
Returns {:ok, updated_handle}.

  


        

      


  

    
Exgit.ObjectStore.Disk 
    



      
On-disk git object store — reads and writes objects from
<root>/objects/ in git's standard layout: loose objects under
aa/bbbb... and packed objects via pack-*.{pack,idx}.
Loose-object reads wrap :zlib.uncompress/1 in try/rescue so
corrupt or bit-rotted files return {:error, :zlib_error}
rather than crashing the caller. Pack lookups use :file.pread/3
with the idx offset so single-object latency is independent of
pack size.
Content-addressed SHA verification runs on every loose-object
read — see verify_sha/2. Pack reads rely on the pack's own
content-addressed lookup via idx; the SHA is verified implicitly
at inflate time.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        delete_object(disk, sha)

      


    


    
      
        get_object(disk, sha)

      


    


    
      
        has_object?(store, sha)

      


    


    
      
        list_objects(disk)

      


    


    
      
        new(root)

      


    


    
      
        object_size(disk, sha)

      


        Uncompressed object size without materializing the object.



    


    
      
        put_object(disk, object)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.ObjectStore.Disk{root: Path.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      delete_object(disk, sha)



        
          
        

    

  


  

      

          @spec delete_object(t(), binary()) :: :ok | {:error, :not_found}


      



  



  
    
      
    
    
      get_object(disk, sha)



        
          
        

    

  


  

      

          @spec get_object(t(), binary()) ::
  {:ok, Exgit.Object.t()} | {:error, :not_found | term()}


      



  



  
    
      
    
    
      has_object?(store, sha)



        
          
        

    

  


  

      

          @spec has_object?(t(), binary()) :: boolean()


      



  



  
    
      
    
    
      list_objects(disk)



        
          
        

    

  


  

      

          @spec list_objects(t()) :: [binary()]


      



  



  
    
      
    
    
      new(root)



        
          
        

    

  


  

      

          @spec new(Path.t()) :: t()


      



  



  
    
      
    
    
      object_size(disk, sha)



        
          
        

    

  


  

      

          @spec object_size(t(), binary()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Uncompressed object size without materializing the object.
For a loose object this reads and inflates only enough compressed
bytes to cover the header ("<type> <size>\0") — constant memory
AND constant I/O, no matter how large the blob. Packed objects fall
back to a full read (the delta chain must be resolved to know the
final size), so this is cheap for loose objects and O(object) for
packed ones.

  



  
    
      
    
    
      put_object(disk, object)



        
          
        

    

  


  

      

          @spec put_object(t(), Exgit.Object.t()) :: {:ok, binary()} | {:error, term()}


      



  


        

      


  

    
Exgit.ObjectStore.Promisor 
    



      
An object store that fetches missing objects on demand from a
transport, caching them locally.
The Promisor is a pure value — no processes, no pids, no shared
state. Growing the cache requires the caller to thread the updated
struct forward via resolve/2.
{:ok, obj, promisor2} = Promisor.resolve(promisor, sha)
{:ok, obj2, promisor3} = Promisor.resolve(promisor2, other_sha)
Two callers holding the same %Promisor{} see the same cache.
Comparing promisors by value (==) reflects their logical state.
Sharing via message passing, snapshotting, or serialization just
works.
Concurrency
Because the struct is pure, two concurrent resolve(p, sha_a) and
resolve(p, sha_b) calls from the same p each fetch
independently, and only the return value the caller threads
forward "wins" — the other fetch's cache growth is discarded.
This is a CACHE RACE, not a correctness race: both results are
valid, but the merged cache is strictly smaller than if the calls
had been serialized.
For workloads that do concurrent bulk reads against the same
repo (e.g. a grep agent spawning N tasks), use
Exgit.ObjectStore.SharedPromisor — a GenServer wrapper that
serializes cache access across processes and eliminates the
cache race entirely.
Integration
Exgit.FS threads the updated repo through its strict operations
(read_path, ls, stat, write_path) so callers get the grown
cache back:
{:ok, {mode, blob}, repo} = Exgit.FS.read_path(repo, "HEAD", path)
Streaming operations (FS.walk, FS.grep) use the pure
ObjectStore.get/2 and do NOT grow the cache. For a warm cache,
call Exgit.FS.prefetch/2 up front.
Memory
The cache is unbounded by default. Pass :max_cache_bytes
explicitly to enable FIFO-by-commit eviction bounded at a byte
count of your choosing.
The unbounded default is a deliberate choice: partial-clone and
full-clone workflows typically prefetch 100-500 MB of tree and
blob data up front, then do many reads against that working set.
A small cap (e.g. 64 MiB) trips during prefetch on any
real-world repo, and because eviction only evicts COMMITS (not
blobs or trees — git's access patterns don't cleanly map to LRU
at the blob level), triggering the evictor mid-stream can drop
state the caller is actively using. For long-running daemons or
memory-constrained deployments, size the cap to your actual
envelope — e.g. max_cache_bytes: 2 * 1024 * 1024 * 1024 for a
2 GiB budget.
When a cap IS set and the cache approaches it, the eviction loop
drops the oldest commits (and their associated pointer into the
commit queue) in FIFO order. Tree and blob objects are NOT
evicted individually; they remain until either (a) the process
dies or (b) a higher-level operation discards the whole repo.
Server negotiation (haves)
On-demand fetches (resolve/2 → fetch_and_cache/2) deliberately
send no haves to the server. This is counter-intuitive —
every bulk git fetch DOES send haves to avoid redundant transfer —
but on-demand fetches have different semantics:
	Bulk fetch (Exgit.fetch/3): "I'm at commit X, catch me up to
ref Y." Haves save bandwidth by excluding objects reachable
from X.

	On-demand fetch (Promisor): "Ship me exactly this blob,
please." Haves actively break this. A smart server (GitHub,
anything running modern git-upload-pack) treats haves as a
reachability closure — "the client has commit X, therefore
they have everything reachable from X" — and returns an
empty pack. The blob is "reachable" from any cached commit
that points at its containing tree, so every partial-clone
read after the first would fail.


See test/exgit/security/haves_empty_pack_test.exs for an
offline regression against this.
Overfull behavior
When the evictor runs out of commits to drop but cache_bytes
is still above the cap, the cache is technically over-full.
The :on_overfull option selects the policy:
	:log (default) — emit [:exgit, :object_store, :cache_overfull]
telemetry and keep going. Matches the previous behavior.
	:error — next put/resolve returns
{:error, :cache_overfull, promisor}. Force a fail-fast loop
to surface misconfigured caps quickly.
	{:callback, fun} — fun.(promisor) is invoked; its return
value is discarded. Use for custom metrics, alerting, or
graceful shutdown.


      


      
        Summary


  
    Types
  


    
      
        overfull_policy()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        empty?(promisor)

      


        True if the cache is empty (no objects). Provides a
stable abstraction for callers that used to reach into
%Promisor{cache: %Memory{objects: objs}} — e.g.
FS.require_non_promisor!/2.



    


    
      
        fetch_with_filter(p, wants, opts)

      


        Fetch wants from the transport with explicit fetch options (e.g.
a partial-clone filter), and merge the returned objects into the
cache. Returns {:ok, new_promisor}.



    


    
      
        has_object?(promisor, sha)

      


        True if sha is in the local cache. Does NOT trigger a fetch.



    


    
      
        import_objects(p, raw_objects)

      


        Merge raw_objects into the cache.



    


    
      
        new(transport, opts \\ [])

      


        Build a fresh Promisor wrapping transport.



    


    
      
        object_size(promisor, sha)

      


        Uncompressed byte size of sha IF it is already cached locally —
without triggering a fetch. Returns {:error, :not_local} when the
object has not been fetched yet, so a size check can never silently
pull a multi-GB blob over the network.



    


    
      
        put(p, object)

      


        Return a new Promisor with object inserted into its cache.



    


    
      
        resolve(p, sha)

      


        Look up sha. On a cache hit, returns {:ok, obj, promisor} where
the promisor is unchanged. On a miss, fetches from the transport,
caches every object the pack returned, and returns
{:ok, obj, new_promisor} — the returned struct carries the grown
cache.



    





      


      
        Types


        


  
    
      
    
    
      overfull_policy()



        
          
        

    

  


  

      

          @type overfull_policy() :: :log | :error | {:callback, (t() -> any())}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.ObjectStore.Promisor{
  cache: Exgit.ObjectStore.Memory.t(),
  cache_bytes: non_neg_integer(),
  commit_counter: non_neg_integer(),
  commit_queue: :gb_trees.tree() | nil,
  default_fetch_opts: keyword(),
  haves_cap: pos_integer(),
  max_cache_bytes: non_neg_integer() | :infinity,
  on_overfull: overfull_policy(),
  transport: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      empty?(promisor)



        
          
        

    

  


  

      

          @spec empty?(t()) :: boolean()


      


True if the cache is empty (no objects). Provides a
stable abstraction for callers that used to reach into
%Promisor{cache: %Memory{objects: objs}} — e.g.
FS.require_non_promisor!/2.

  



  
    
      
    
    
      fetch_with_filter(p, wants, opts)



        
          
        

    

  


  

      

          @spec fetch_with_filter(t(), [binary()], keyword()) :: {:ok, t()} | {:error, term()}


      


Fetch wants from the transport with explicit fetch options (e.g.
a partial-clone filter), and merge the returned objects into the
cache. Returns {:ok, new_promisor}.
Used by Exgit.clone/2 (with filter:) to perform the eager
commits+trees fetch under a blob:none filter at clone time. End
users should normally rely on resolve/2, which handles misses
transparently.

  



  
    
      
    
    
      has_object?(promisor, sha)



        
          
        

    

  


  

      

          @spec has_object?(t(), binary()) :: boolean()


      


True if sha is in the local cache. Does NOT trigger a fetch.

  



  
    
      
    
    
      import_objects(p, raw_objects)



        
          
        

    

  


  

      

          @spec import_objects(t(), [{atom(), binary(), binary()}]) :: {:ok, t()}


      


Merge raw_objects into the cache.

  



    

  
    
      
    
    
      new(transport, opts \\ [])



        
          
        

    

  


  

      

          @spec new(
  transport :: term(),
  keyword()
) :: t()


      


Build a fresh Promisor wrapping transport.
Options:
	:initial_objects — list of pre-decoded objects to seed the cache.
	:default_fetch_opts — keyword list merged into every
Transport.fetch/3 call the Promisor makes. Used by lazy_clone
to propagate things like the partial-clone filter spec onto
subsequent on-demand fetches.
	:max_cache_bytes — cap on total cached object bytes.
Default :infinity (no cap). Set to an integer byte count
for long-running daemons / memory-constrained deployments
that need a bound. See "Memory" in the moduledoc for sizing
guidance.
	:on_overfull — policy when the eviction loop can't reduce
cache_bytes below max_cache_bytes (commit queue empty;
only raw blobs/trees left in the cache). One of:	:log (default) — emit
[:exgit, :object_store, :cache_overfull] telemetry
and keep accepting new objects.
	:error — fail subsequent put/resolve with
{:error, :cache_overfull, promisor}.
	{:callback, fun} — invoke fun.(promisor). Return
value is ignored; raise for hard-fail.




  



  
    
      
    
    
      object_size(promisor, sha)



        
          
        

    

  


  

      

          @spec object_size(t(), binary()) :: {:ok, non_neg_integer()} | {:error, :not_local}


      


Uncompressed byte size of sha IF it is already cached locally —
without triggering a fetch. Returns {:error, :not_local} when the
object has not been fetched yet, so a size check can never silently
pull a multi-GB blob over the network.

  



  
    
      
    
    
      put(p, object)



        
          
        

    

  


  

      

          @spec put(t(), Exgit.Object.t()) ::
  {:ok, binary(), t()} | {:error, :cache_overfull, t()}


      


Return a new Promisor with object inserted into its cache.
When :on_overfull is :error and the post-insert cache exceeds
:max_cache_bytes with no commits left to evict, returns
{:error, :cache_overfull, promisor} instead — the promisor is
still threaded back so the caller can inspect cache_bytes /
decide what to do.

  



  
    
      
    
    
      resolve(p, sha)



        
          
        

    

  


  

      

          @spec resolve(t(), binary()) ::
  {:ok, Exgit.Object.t(), t()} | {:error, term()} | {:error, term(), t()}


      


Look up sha. On a cache hit, returns {:ok, obj, promisor} where
the promisor is unchanged. On a miss, fetches from the transport,
caches every object the pack returned, and returns
{:ok, obj, new_promisor} — the returned struct carries the grown
cache.
Error shape
Errors come in two flavors:
	{:error, reason} — transport-level failure, no cache change.
Returned when the fetch itself failed (connection error, HTTP
non-2xx, malformed pack).
	{:error, reason, promisor} — the fetch succeeded and the
cache grew, but the specific SHA requested wasn't in the
returned pack (rare; happens when a partial-clone server
defers the requested object itself). Callers should thread
the returned promisor forward to avoid refetching the sibling
objects that WERE returned.

Pattern-match on both shapes:
case Promisor.resolve(p, sha) do
  {:ok, obj, p2} -> ...
  {:error, _, p2} -> ...      # grown cache, but sha missing
  {:error, _} -> ...          # fetch failed entirely
end

  


        

      


  

    
Exgit.ObjectStore.SharedPromisor 
    



      
GenServer wrapper around Exgit.ObjectStore.Promisor that
serializes cache access across processes.
The plain Promisor is a pure value: two concurrent
resolve(p, sha_a) / resolve(p, sha_b) calls from the same p
each fetch independently and only one caller's grown cache
survives — a benign but wasteful cache race.
For workloads that genuinely do concurrent bulk reads against the
same repo (a grep agent spawning N tasks, a CI worker hydrating a
cache from many branches in parallel), wrap the Promisor in a
SharedPromisor:
{:ok, pid} = SharedPromisor.start_link(promisor)

# Both tasks see + grow the same cache, serialized by the
# GenServer. No race, no duplicate fetches.
Task.async(fn -> SharedPromisor.resolve(pid, sha_a) end)
Task.async(fn -> SharedPromisor.resolve(pid, sha_b) end)
The API mirrors Promisor.resolve/2 / put/2 / empty?/1 /
fetch_with_filter/3 — each call acquires a GenServer lock,
mutates the internal Promisor, and releases.
When NOT to use this
	Single-threaded agent loops. The plain pure-value Promisor is
faster (no message-passing overhead).
	Short-lived scripts. The setup cost of spinning up a
GenServer is ~200µs, usually more than the work saved.
	Repos you'd rather snapshot. Share the %Promisor{} struct
by value; two tasks holding the same struct see the same
cache deterministically.

Failure semantics
If the wrapped Promisor call raises (e.g. a transport
misconfiguration), the exception propagates through to the
caller and the GenServer terminates. Supervise it under a
:one_for_one strategy in your app tree if you want
auto-restart; callers will need to re-discover the new pid and
re-seed if they want state to persist across restarts.
Telemetry
Each public call emits a [:exgit, :object_store, :shared_promisor, op]
span event where op is :resolve | :put | :has? | :get. Use this
to track lock-contention latency separately from the underlying
[:exgit, :object_store, :*] Promisor events.

      


      
        Summary


  
    Types
  


    
      
        server()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        empty?(server, timeout \\ 5000)

      


        True if the wrapped cache has no objects.



    


    
      
        fetch_with_filter(server, wants, opts, timeout \\ 60000)

      


        Fetch with an explicit filter spec and merge results into the
cache. See Promisor.fetch_with_filter/3.



    


    
      
        get(server, sha, timeout \\ 5000)

      


        Pure-read lookup. Does NOT grow the cache; returns {:error, :not_found} on miss.



    


    
      
        has_object?(server, sha, timeout \\ 5000)

      


        True if sha is in the local cache. Does NOT trigger a fetch.



    


    
      
        put(server, object, timeout \\ 30000)

      


        Insert an object into the shared cache. Returns {:ok, sha} or
{:error, :cache_overfull} when the wrapped Promisor has
:on_overfull => :error.



    


    
      
        replace(server, new_promisor, timeout \\ 5000)

      


        Replace the wrapped Promisor. Use sparingly — this discards the
current cache. Intended for testing and for swapping transports.



    


    
      
        resolve(server, sha, timeout \\ 30000)

      


        Look up sha, fetching from the transport on cache miss.



    


    
      
        snapshot(server, timeout \\ 5000)

      


        Snapshot the current Promisor state. Useful for serialization,
debugging, or handing back a pure value after the shared cache
has served its purpose.



    


    
      
        start_link(promisor, opts \\ [])

      


        Start a SharedPromisor process wrapping the given Promisor.
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      server()



        
          
        

    

  


  

      

          @type server() :: GenServer.server()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      empty?(server, timeout \\ 5000)



        
          
        

    

  


  

      

          @spec empty?(server(), timeout()) :: boolean()


      


True if the wrapped cache has no objects.

  



    

  
    
      
    
    
      fetch_with_filter(server, wants, opts, timeout \\ 60000)



        
          
        

    

  


  

      

          @spec fetch_with_filter(server(), [binary()], keyword(), timeout()) ::
  :ok | {:error, term()}


      


Fetch with an explicit filter spec and merge results into the
cache. See Promisor.fetch_with_filter/3.

  



    

  
    
      
    
    
      get(server, sha, timeout \\ 5000)



        
          
        

    

  


  

      

          @spec get(server(), binary(), timeout()) :: {:ok, Exgit.Object.t()} | {:error, term()}


      


Pure-read lookup. Does NOT grow the cache; returns {:error, :not_found} on miss.

  



    

  
    
      
    
    
      has_object?(server, sha, timeout \\ 5000)



        
          
        

    

  


  

      

          @spec has_object?(server(), binary(), timeout()) :: boolean()


      


True if sha is in the local cache. Does NOT trigger a fetch.

  



    

  
    
      
    
    
      put(server, object, timeout \\ 30000)



        
          
        

    

  


  

      

          @spec put(server(), Exgit.Object.t(), timeout()) ::
  {:ok, binary()} | {:error, :cache_overfull}


      


Insert an object into the shared cache. Returns {:ok, sha} or
{:error, :cache_overfull} when the wrapped Promisor has
:on_overfull => :error.

  



    

  
    
      
    
    
      replace(server, new_promisor, timeout \\ 5000)



        
          
        

    

  


  

      

          @spec replace(server(), Exgit.ObjectStore.Promisor.t(), timeout()) :: :ok


      


Replace the wrapped Promisor. Use sparingly — this discards the
current cache. Intended for testing and for swapping transports.

  



    

  
    
      
    
    
      resolve(server, sha, timeout \\ 30000)



        
          
        

    

  


  

      

          @spec resolve(server(), binary(), timeout()) ::
  {:ok, Exgit.Object.t()} | {:error, term()}


      


Look up sha, fetching from the transport on cache miss.
Unlike Promisor.resolve/2, does NOT return a promisor in the
success tuple — the cache grew inside the GenServer, and the
next call will see the updated state automatically.
Returns one of:
	{:ok, object} — cache hit or successful fetch
	{:error, reason} — transport failure, cache unchanged
	{:error, :not_found} — fetch returned a pack that didn't
contain the requested SHA; sibling objects that WERE
returned are now in the cache and will benefit future calls.


  



    

  
    
      
    
    
      snapshot(server, timeout \\ 5000)



        
          
        

    

  


  

      

          @spec snapshot(server(), timeout()) :: Exgit.ObjectStore.Promisor.t()


      


Snapshot the current Promisor state. Useful for serialization,
debugging, or handing back a pure value after the shared cache
has served its purpose.

  



    

  
    
      
    
    
      start_link(promisor, opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(Exgit.ObjectStore.Promisor.t(), GenServer.options()) ::
  GenServer.on_start()


      


Start a SharedPromisor process wrapping the given Promisor.
Accepts all the usual GenServer.start_link/3 options (:name,
:timeout, etc.) plus a required promisor key.
Examples
{:ok, pid} = SharedPromisor.start_link(my_promisor)
{:ok, pid} = SharedPromisor.start_link(my_promisor, name: MyApp.Cache)

  


        

      


  

    
Exgit.Pack.Delta 
    



      
Apply git's pack delta format against a base object.
Every path returns {:ok, bytes} | {:error, reason}. Hostile input —
truncated headers, out-of-bounds copy offsets, insert length longer
than payload, reserved 0x00 opcode, size-mismatches — produces a
tagged error; none raise.
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        apply(base, delta, opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      apply(base, delta, opts \\ [])



        
          
        

    

  


  

      

          @spec apply(binary(), binary(), keyword()) :: {:ok, binary()} | {:error, term()}


      



  


        

      


  

    
Exgit.Pack.Index 
    



      
Pack-index (.idx) writer and reader for git pack-index v2.
write/2 produces a v2-format index (magic \xff\x74\x4f\x63,
version 2) from a list of {sha, crc32, offset} entries and
verifies clean with git verify-pack. read/1 parses a v2
index and returns a struct for O(log N) SHA lookups.
v1 indexes (pre-2008 git) are not supported; v2 has been git's
default since git 1.6.
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        entry()

      


    





  
    Functions
  


    
      
        lookup(index_data, sha)

      


    


    
      
        read(data)

      


    


    
      
        write(entries, pack_checksum)
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      entry()



        
          
        

    

  


  

      

          @type entry() ::
  {sha :: binary(), crc32 :: non_neg_integer(), offset :: non_neg_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      lookup(index_data, sha)



        
          
        

    

  


  

      

          @spec lookup(binary(), binary()) :: {:ok, non_neg_integer()} | :error


      



  



  
    
      
    
    
      read(data)



        
          
        

    

  


  

      

          @spec read(binary()) :: {:ok, [entry()], binary()} | {:error, term()}


      



  



  
    
      
    
    
      write(entries, pack_checksum)



        
          
        

    

  


  

      

          @spec write([entry()], binary()) :: binary()


      



  


        

      


  

    
Exgit.Pack.Reader 
    



      
Parser for git packfiles (v2 / v3).
All decoder paths return {:ok, _} / {:error, _} tuples — no call
on untrusted input ever raises. Memory is bounded via the
:max_pack_bytes, :max_objects, :max_object_bytes, and
:max_resolved_bytes options so a hostile server cannot exhaust
the heap.
Tracked inflate (zlib_inflate_tracked/2)
Git packs store zlib streams concatenated with no length prefix,
so the parser must determine exactly how many input bytes each
stream consumed. Erlang's :zlib module does not expose consumed-
input-count directly, so we detect stream completion by calling
:zlib.inflateEnd/1 on a fresh stream after feeding a candidate
prefix. inflateEnd raises data_error iff the input did not
include a proper end-of-stream marker + adler32, so catching
that raise gives a clean succeed-or-raise completeness predicate.
Implementation structure:
	Phase 1 — verified full inflate. Open a zlib stream, feed
the upper-bounded slice through :zlib.safeInflate/2, drain
all output. Verify the total output bytes equal what the pack
header declared (expected_size). safeInflate bounds output
per call, so a zip-bomb input cannot exhaust the heap.
	Phase 2 — bisect for the exact boundary. Binary-search
the smallest prefix length whose prefix_complete?/2 returns
true. prefix_complete?/2 opens a fresh stream, feeds the
prefix via safeInflate (never :zlib.uncompress, which
raises on malformed input), then tries inflateEnd and
catches the raise. Output from the phase-2 probes is
discarded — they're only testing the end-of-stream marker.

prefix_complete?/2 is monotone non-decreasing past the real
boundary (once the stream is complete, all longer prefixes are
also "complete" from zlib's perspective — it consumes up to the
end marker and ignores trailing input), so the binary search is
correct regardless of input shape. No hostile construction can
desync the search.
Previous implementations used :zlib.uncompress/1 as the probe,
which raises on malformed input and (worse) allocates the full
decompressed result on every probe. safeInflate + inflateEnd
never raises across the API boundary and bounds per-probe output.
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        parsed_object()

      


    





  
    Functions
  


    
      
        parse(pack_data, opts \\ [])

      


    


    
      
        parse_at(pack_data, offset, opts \\ [])

      


        Parse a single object at offset in the pack. Does NOT iterate the
whole pack — used by ObjectStore.Disk for fast single-object lookup
via the pack .idx offset. OFS_DELTA and REF_DELTA bases are resolved
recursively (REF_DELTA requires an :object_store option).
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      parsed_object()



        
          
        

    

  


  

      

          @type parsed_object() :: {Exgit.Object.object_type(), binary(), binary()}
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      parse(pack_data, opts \\ [])



        
          
        

    

  


  

      

          @spec parse(
  binary(),
  keyword()
) :: {:ok, [parsed_object()]} | {:error, term()}


      



  



    

  
    
      
    
    
      parse_at(pack_data, offset, opts \\ [])



        
          
        

    

  


  

      

          @spec parse_at(binary(), non_neg_integer(), keyword()) ::
  {:ok, parsed_object()} | {:error, term()}


      


Parse a single object at offset in the pack. Does NOT iterate the
whole pack — used by ObjectStore.Disk for fast single-object lookup
via the pack .idx offset. OFS_DELTA and REF_DELTA bases are resolved
recursively (REF_DELTA requires an :object_store option).

  


        

      


  

    
Exgit.Pack.StreamParser 
    



      
Forward-only, bounded-memory streaming pack parser.
Accepts raw pack bytes incrementally via ingest/2 and writes each
resolved object directly to an Exgit.ObjectStore as it is decoded.
Memory model (Phase 3+)
	Component	Bound
	Parse buffer	O(zlib_window) per ingest/2 chunk
	In-flight inflate	O(one zlib output chunk, ~4 KB)
	In-flight write handle	O(compressed output) — raw content never sits
		alongside the compressed form in the heap
	offset_to_sha map	~35 bytes × N objects
	sha_to_depth map	~30 bytes × N objects

For non-delta objects (types blob/tree/commit/tag), each decompressed
chunk is piped immediately to the object store via
ObjectStore.open_write / write_chunk / close_write. The raw content is
never materialised in full — it flows inflate-port → write-handle → store
one HTTP-chunk-sized piece at a time. The adler32 (for zlib boundary
detection) and the git SHA are both computed incrementally.
For delta objects (OFS_DELTA / REF_DELTA), the decompressed delta
instructions must be held in full to call Pack.Delta.apply/2. These
objects are still accumulated in inflate_out; the resulting resolved
content then goes through ObjectStore.put/2 as before.
The compressed-buffer spike of the naive approach (inflate_upper_bound
bytes must be present before inflate can start) is eliminated: the zlib
port is opened as soon as @zlib_min bytes are available and fed
incrementally on every subsequent ingest/2.
Adversarial hardening (Phase 4)
Every limit is enforced per-object during the streaming parse:
	max_object_bytes — rejects any object whose declared
uncompressed size exceeds the limit before allocating.
	max_inflate_ratio — zip-bomb defence; if
uncompressed / compressed > ratio, the object is rejected.
	max_delta_depth — cap on delta chain length; stops an
attacker from constructing a chain that forces O(depth) store
fetches per object.
	max_objects — rejects packs with an absurd object count
header before any objects are parsed.
	deadline — monotonic deadline (:erlang.monotonic_time(:millisecond));
ingest/2 returns {:error, :deadline_exceeded} when the clock
passes it.

OFS_DELTA / REF_DELTA resolution
Git packs guarantee that a delta's base always appears earlier in the
pack. Each resolved object is written to the store immediately; OFS_DELTA
looks up pack_offset → {type, sha, depth} in offset_to_sha and
fetches from the store. REF_DELTA uses sha_to_depth to look up the
base depth for chain-length tracking (defaults to 0 for objects already
in the store from a prior fetch).
SHA-1 checksum
A rolling 20-byte delay ensures that sha_tail at finalize/1 contains
exactly the pack's trailing checksum. Verification only happens in
finalize/1 — not in the streaming loop — because sha_tail doesn't
reach the correct final value until all bytes have been fed.
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        t()

      


    





  
    Functions
  


    
      
        finalize(stream_parser)

      


        Assert the parse is complete: all N objects were decoded and the pack's
SHA-1 trailer matches. Returns {:ok, n_objects, final_store} or
{:error, reason}.



    


    
      
        ingest(state, bytes)

      


        Feed a chunk of raw pack bytes into the parser.



    


    
      
        new(store, opts \\ [])

      


        Create a new StreamParser state that will write objects to store.
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      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.Pack.StreamParser{
  buffer: term(),
  buffer_start: term(),
  current: term(),
  limits: term(),
  num_objects: term(),
  objects_done: term(),
  offset_to_sha: term(),
  phase: term(),
  raw_cache: term(),
  raw_cache_bytes: term(),
  sha_ctx: term(),
  sha_tail: term(),
  sha_to_depth: term(),
  store: term()
}
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      finalize(stream_parser)



        
          
        

    

  


  

      

          @spec finalize(t()) ::
  {:ok, non_neg_integer(), Exgit.ObjectStore.t()} | {:error, term()}


      


Assert the parse is complete: all N objects were decoded and the pack's
SHA-1 trailer matches. Returns {:ok, n_objects, final_store} or
{:error, reason}.
final_store is the object store after all objects have been written.
For value-typed stores (e.g. Memory) this is the updated struct; for
side-effect stores (e.g. Disk) it equals the original store reference.

  



  
    
      
    
    
      ingest(state, bytes)



        
          
        

    

  


  

      

          @spec ingest(t(), binary()) :: {:ok, t()} | {:error, term()}


      


Feed a chunk of raw pack bytes into the parser.
Objects are written to the store as they complete. Returns {:ok, state} when the chunk was processed successfully (the parser may need
more bytes), or {:error, reason} on a fatal parse error.

  



    

  
    
      
    
    
      new(store, opts \\ [])



        
          
        

    

  


  

      

          @spec new(
  Exgit.ObjectStore.t(),
  keyword()
) :: t()


      


Create a new StreamParser state that will write objects to store.
Options:
	:max_object_bytes  — max inflated size of any single object (default 100 MB).
	:max_objects       — max number of objects in the pack (default 10 M).
	:max_delta_depth   — max delta chain depth (default 50, same as git).
	:max_inflate_ratio — max uncompressed/compressed ratio; detects zip bombs                   (default 1000×).

	:deadline          — :erlang.monotonic_time(:millisecond) value after                   which `ingest/2` returns `{:error, :deadline_exceeded}`.
                   `nil` (default) means no deadline.

	:raw_cache_bytes   — budget in bytes for the raw-content cache used to                   speed up delta base resolution (default 64 MB). Set
                   to 0 to disable and always go through the store.



  


        

      


  

    
Exgit.Pack.Writer 
    



      
Build a pack (build/1) and optionally its .idx index
(build_with_index/1) from a list of objects.
The idx output is v2 format and verifies clean with git verify-pack. Objects are written as full (non-delta) compressed
zlib streams; delta compression is a v0.3+ item.
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        build(objects)

      


    


    
      
        build_with_index(objects)

      


        Build a pack AND its index. Returns {pack_bytes, idx_bytes}.
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      build(objects)



        
          
        

    

  


  

      

          @spec build([Exgit.Object.t()]) :: binary()


      



  



  
    
      
    
    
      build_with_index(objects)



        
          
        

    

  


  

      

          @spec build_with_index([Exgit.Object.t()]) :: {binary(), binary()}


      


Build a pack AND its index. Returns {pack_bytes, idx_bytes}.

  


        

      


  

    
Exgit.PktLine 
    



      
Git's pkt-line
framing.
Each pkt-line is 4 ASCII hex bytes of length (including the
length header itself) followed by the payload, with three
sentinels:
	0000 — flush
	0001 — delim (protocol v2)
	0002 — response-end

encode/1 emits the framed bytes for a data payload;
decode_stream/1 parses a concatenated pkt-line stream into
{:data, bin} | :flush | :delim | :response_end tokens.
Decoders never raise on malformed or truncated input — bad
framing surfaces as an {:error, {:malformed_pkt_line, snippet}}
value; see Exgit.PropertiesTest for the fuzz property.
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        decode_error()

      


    


    
      
        packet()
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        decode_all(bytes)

      


        Eagerly decode a concatenated pkt-line stream.



    


    
      
        decode_stream(bytes)

      


        Lazily decode a concatenated pkt-line stream.



    


    
      
        delim()

      


    


    
      
        encode(data)

      


        Frame a data payload as a pkt-line.



    


    
      
        flush()

      


    


    
      
        response_end()
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          @type decode_error() :: {:error, {:malformed_pkt_line, binary()}}
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          @type packet() :: {:data, binary()} | :flush | :delim | :response_end


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_all(bytes)



        
          
        

    

  


  

      

          @spec decode_all(binary()) :: [packet()] | decode_error()


      


Eagerly decode a concatenated pkt-line stream.
Returns the packet list, or {:error, {:malformed_pkt_line, snippet}}
when the input contains bad or truncated framing. A malformed stream
is rejected whole — packets decoded before the bad framing are
discarded. Never raises on hostile bytes.

  



  
    
      
    
    
      decode_stream(bytes)



        
          
        

    

  


  

      

          @spec decode_stream(binary()) :: Enumerable.t()


      


Lazily decode a concatenated pkt-line stream.
Yields packet/0 tokens. On malformed or truncated input the
stream yields a final {:error, {:malformed_pkt_line, snippet}}
token — snippet is up to 40 bytes of the
offending input — and halts. Never raises on hostile bytes.

  



  
    
      
    
    
      delim()



        
          
        

    

  


  

      

          @spec delim() :: binary()


      



  



  
    
      
    
    
      encode(data)



        
          
        

    

  


  

      

          @spec encode(iodata()) :: iolist()


      


Frame a data payload as a pkt-line.
Payloads are capped at 65516 bytes — git's
LARGE_PACKET_MAX (65520) minus the 4-byte length header. Raises
ArgumentError for oversized payloads: the length header is 4 hex
digits, so silently encoding anything larger would corrupt the
wire stream. Callers sending bulk data (e.g. sideband frames) must
chunk it below the limit.

  



  
    
      
    
    
      flush()



        
          
        

    

  


  

      

          @spec flush() :: binary()


      



  



  
    
      
    
    
      response_end()



        
          
        

    

  


  

      

          @spec response_end() :: binary()


      



  


        

      


  

    
Exgit.PktLine.Decoder 
    



      
Incremental, stateful pkt-line decoder for streaming HTTP bodies.
Exgit.PktLine.decode_stream/1 requires the entire response in a
single binary; this module accepts arbitrary chunks (as they arrive
from the network), yields complete packets per chunk, and retains
any partial trailing bytes in the decoder state for the next feed.
Used by Exgit.Transport.HTTP to feed Req.request(into: fun)
chunks into pkt-line decoding without ever materializing the full
response. With sideband-all framing on a multi-GB pack, this is
the difference between bounded memory and an OOM.
Usage
decoder = Decoder.new()
{:ok, decoder, pkts} = Decoder.feed(decoder, chunk1)
# ... handle pkts ...
{:ok, decoder, pkts} = Decoder.feed(decoder, chunk2)
# ... handle pkts ...
:ok = Decoder.finalize(decoder)
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        t()

      


    





  
    Functions
  


    
      
        feed(decoder, chunk)

      


        Feed a chunk of bytes into the decoder. Returns the updated decoder
and any complete packets that became decodable from buffer ++ chunk.



    


    
      
        finalize(decoder)

      


        Assert the decoder has consumed all input cleanly. Returns
{:error, {:truncated, n}} if n bytes of an incomplete pkt-line
remain in the buffer.



    


    
      
        new()
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      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.PktLine.Decoder{buffer: binary()}
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      feed(decoder, chunk)



        
          
        

    

  


  

      

          @spec feed(t(), binary()) ::
  {:ok, t(), [Exgit.PktLine.packet()]} | Exgit.PktLine.decode_error()


      


Feed a chunk of bytes into the decoder. Returns the updated decoder
and any complete packets that became decodable from buffer ++ chunk.
Returns {:error, {:malformed_pkt_line, hex}} on malformed framing
(a length-prefix that is not valid hex or claims a length below the
4-byte header).

  



  
    
      
    
    
      finalize(decoder)



        
          
        

    

  


  

      

          @spec finalize(t()) :: :ok | {:error, {:truncated, non_neg_integer()}}


      


Assert the decoder has consumed all input cleanly. Returns
{:error, {:truncated, n}} if n bytes of an incomplete pkt-line
remain in the buffer.

  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          @spec new() :: t()


      



  


        

      


  

    
Exgit.Profiler 
    



      
Lightweight profiler that aggregates :telemetry span events
into a structured trace.
profile/1 runs a function while capturing every exgit
telemetry event emitted by or beneath the call. The return
value is {result, profile} where profile is a structured
breakdown: per-event totals, call counts, peak memory (when
available), and the ordered list of events for detailed
drill-down.
Designed for three audiences:
	Agent developers running Exgit.Profiler.profile(fn -> my_agent_step() end) to see where time goes in ONE call.
No telemetry-handler plumbing required — attach, run,
detach happens automatically.

	Operational monitoring where you want per-request
breakdowns matched to the operation that triggered them.
Attach once via attach/1, read back via read/1, detach
via detach/1.

	Test suites asserting invariants like "this operation
triggered at most N transport.fetch calls" or "cache bytes
never exceeded 64 MiB during this workload."


The profiler attaches to the standard [:exgit, *] event tree,
so anything the library emits is captured. Zero cost when no
profile is active.
Examples
# One-shot profile of an agent-style session.
{results, profile} =
  Exgit.Profiler.profile(fn ->
    {:ok, repo} = Exgit.clone(url, lazy: true)
    {:ok, repo} = Exgit.FS.prefetch(repo, "HEAD", blobs: true)
    Exgit.FS.grep(repo, "HEAD", "anthropic") |> Enum.to_list()
  end)

profile.totals
# => %{
#   "transport.fetch"    => %{count: 2, us: 850_000},
#   "pack.parse"         => %{count: 2, us:  95_000},
#   "fs.grep"            => %{count: 1, us:  11_000},
#   "object_store.get"   => %{count: 275, us: 25_000},
#   ...
# }

profile.peak_cache_bytes
# => 3_506_422

profile.events
# full event stream, ordered by start time, for drill-down
Attaching manually
profile/1 is a convenience that handles attach/detach for one
call. For server processes that want to accumulate a profile
across many calls, use attach/1 + read/1 + detach/1:
{:ok, handle} = Exgit.Profiler.attach()

# ... do work ...

profile = Exgit.Profiler.read(handle)
Exgit.Profiler.detach(handle)
Thread-safe: the profiler uses an ETS table and atomic counters,
so concurrent calls from multiple processes accumulate into the
same profile without locking.
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        totals()

      


    





  
    Functions
  


    
      
        attach()

      


        Attach a profiler to the [:exgit, *] event tree and return
a handle for later read/1 / detach/1 calls.



    


    
      
        detach(map)

      


        Detach the profiler and free its ETS table.



    


    
      
        profile(fun)

      


        Run fun with profiling enabled. Returns {result, profile}
where result is fun's return value and profile is a
t/0 map.



    


    
      
        read(map)

      


        Read the profile accumulated so far on handle.
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      event_record()



        
          
        

    

  


  

      

          @type event_record() :: %{
  event: String.t(),
  duration_us: non_neg_integer(),
  metadata: map(),
  started_at: integer()
}


      



  



  
    
      
    
    
      handle()



        
          
        

    

  


  

      

          @type handle() :: %{id: String.t(), table: :ets.tid()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{
  events: [event_record()],
  totals: totals(),
  peak_cache_bytes: non_neg_integer() | :unknown,
  total_us: non_neg_integer()
}


      



  



  
    
      
    
    
      totals()



        
          
        

    

  


  

      

          @type totals() :: %{
  required(String.t()) => %{count: non_neg_integer(), us: non_neg_integer()}
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      attach()



        
          
        

    

  


  

      

          @spec attach() :: {:ok, handle()}


      


Attach a profiler to the [:exgit, *] event tree and return
a handle for later read/1 / detach/1 calls.
Returns {:ok, handle} on success. The handle is a plain map
carrying the internal ETS table; treat it as opaque.

  



  
    
      
    
    
      detach(map)



        
          
        

    

  


  

      

          @spec detach(handle()) :: :ok


      


Detach the profiler and free its ETS table.

  



  
    
      
    
    
      profile(fun)



        
          
        

    

  


  

      

          @spec profile((-> result)) :: {result, t()} when result: var


      


Run fun with profiling enabled. Returns {result, profile}
where result is fun's return value and profile is a
t/0 map.
Attaches + detaches automatically; profiling is scoped to the
lifetime of the call.

  



  
    
      
    
    
      read(map)



        
          
        

    

  


  

      

          @spec read(handle()) :: t()


      


Read the profile accumulated so far on handle.
Only events fired from the calling process are included. This
matters when multiple profilers (or async tests) are attached
concurrently: each profiler sees only its own caller's events.
Caveat: child processes
Events fired in processes spawned by fun (e.g.
Task.async_stream workers from parallel FS.grep) will
NOT be captured — they fire in worker pids, not the caller.
For profiling parallel workloads, use attach/0 + read from
each worker, or emit your own spanning event at the parent
level.

  


        

      


  

    
Exgit.RefName 
    



      
Validation of git ref names per git check-ref-format rules.
Ref names come from the wire protocol on fetch (ls-refs response) and
must be validated at the transport boundary before being joined
into any filesystem path. A hostile or compromised server can
advertise a ref name containing .., an absolute path, a control
character, or other garbage; without validation, that name would
escape the repository root when used in Path.join(root, ref).
Exgit rejects unsafe names at the transport layer (ls_refs/fetch
return) and never lets them reach the ref store.
Rules (matching git's C implementation)
	No component may start with .
	No component may end with .lock or .
	No empty component (forbids // or leading/trailing /)
	No .. anywhere
	No ASCII control chars (< 0x20), DEL (0x7F)
	No space, ~, ^, :, ?, *, [, \, or @{
	No bare @
	Single-component names are rejected unless they are well-known
(HEAD, FETCH_HEAD, ORIG_HEAD, MERGE_HEAD, CHERRY_PICK_HEAD)


      


      
        Summary


  
    Functions
  


    
      
        valid?(name)

      


        Return true iff name is a safe git ref name.
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          @spec valid?(term()) :: boolean()


      


Return true iff name is a safe git ref name.

  


        

      


  

    
Exgit.RefStore protocol
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        All the types that implement this protocol.
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        write(store, ref, value, opts)
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          @type t() :: term()


      


All the types that implement this protocol.

  


        

      

      
        Functions


        


  
    
      
    
    
      delete(store, ref)



        
          
        

    

  


  

      

          @spec delete(t(), String.t()) :: {:ok, t()} | {:error, term()}


      



  



  
    
      
    
    
      list(store, prefix)



        
          
        

    

  


  

      

          @spec list(t(), String.t()) :: [{String.t(), term()}]


      



  



  
    
      
    
    
      read(store, ref)



        
          
        

    

  


  

      

          @spec read(t(), String.t()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      resolve(store, ref)



        
          
        

    

  


  

      

          @spec resolve(t(), String.t()) :: {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      write(store, ref, value, opts)



        
          
        

    

  


  

      

          @spec write(t(), String.t(), term(), keyword()) :: {:ok, t()} | {:error, term()}


      



  


        

      


  

    
Exgit.RefStore.Disk 
    



      
Filesystem-backed ref store.
Defense-in-depth ref name validation
Every public entry point (read_ref/2, resolve_ref/2, write_ref/4,
delete_ref/2) revalidates its ref argument against
Exgit.RefName.valid?/1 before any Path.join or file touch. The
clone/fetch perimeter already filters hostile ref names in
safe_ls_refs/2, but a direct caller of this module — or a follow-up
resolve_ref/2 that reads a ref: ../../etc/passwd target out of a
compromised on-disk ref file — would otherwise reach File.read with
an attacker-controlled path. We reject those inputs with
{:error, :invalid_ref_name} and emit a
[:exgit, :security, :ref_rejected] telemetry event.
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          @type ref_value() :: binary() | {:symbolic, String.t()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.RefStore.Disk{root: Path.t()}
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      delete_ref(disk, ref)



        
          
        

    

  


  

      

          @spec delete_ref(t(), String.t()) :: :ok | {:error, :not_found | :invalid_ref_name}


      



  



    

  
    
      
    
    
      list_refs(disk, prefix \\ "refs/")



        
          
        

    

  


  

      

          @spec list_refs(t(), String.t()) :: [{String.t(), ref_value()}]
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          @spec new(Path.t()) :: t()


      



  



  
    
      
    
    
      read_ref(disk, ref)



        
          
        

    

  


  

      

          @spec read_ref(t(), String.t()) :: {:ok, ref_value()} | {:error, :not_found | term()}


      



  



  
    
      
    
    
      resolve_ref(store, ref)



        
          
        

    

  


  

      

          @spec resolve_ref(t(), String.t()) ::
  {:ok, binary()}
  | {:error, :not_found | :too_deep | :cycle | :invalid_ref_name}


      



  



    

  
    
      
    
    
      write_ref(store, ref, value, opts \\ [])



        
          
        

    

  


  

      

          @spec write_ref(t(), String.t(), ref_value(), keyword()) :: :ok | {:error, term()}


      



  


        

      


  

    
Exgit.RefStore.Memory 
    



      
In-memory implementation of the Exgit.RefStore protocol.
Used by Exgit.clone/2 when no :path option is given (the
default), and by clone(url, lazy: true) regardless of whether a
path is set (lazy+disk isn't yet supported).
All operations are pure over a struct value; there is no shared
ETS table or process. Two holders of the same struct see the
same refs.
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          @type ref_value() :: binary() | {:symbolic, String.t()}
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          @type t() :: %Exgit.RefStore.Memory{refs: %{required(String.t()) => ref_value()}}
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          @spec delete_ref(t(), String.t()) :: {:ok, t()} | {:error, :not_found}


      



  



    

  
    
      
    
    
      list_refs(memory, prefix \\ "")



        
          
        

    

  


  

      

          @spec list_refs(t(), String.t()) :: [{String.t(), ref_value()}]
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          @spec new() :: t()


      



  



  
    
      
    
    
      read_ref(memory, ref)



        
          
        

    

  


  

      

          @spec read_ref(t(), String.t()) :: {:ok, ref_value()} | {:error, :not_found}


      



  



  
    
      
    
    
      resolve_ref(store, ref)



        
          
        

    

  


  

      

          @spec resolve_ref(t(), String.t()) ::
  {:ok, binary()} | {:error, :not_found | :too_deep | :cycle}


      



  



    

  
    
      
    
    
      write_ref(store, ref, value, opts \\ [])



        
          
        

    

  


  

      

          @spec write_ref(t(), String.t(), ref_value(), keyword()) ::
  {:ok, t()} | {:error, term()}


      



  


        

      


  

    
Exgit.RepoHandle 
    



      
Opt-in process-based handle around a Repository.t() value.
The rest of Exgit exposes repositories as immutable values — you
thread the return of every call through to the next. That's the
right shape for single-threaded scripts and for call-sites that
don't need sharing.
A RepoHandle is the right shape when:
	Multiple processes need to share one repository's cache (e.g.
one LiveView process per user, but all searching the same
repo — you want the Promisor cache populated once, reused by
all sessions).
	You want to run background prefetch while foreground operations
read the cache as it grows (see Exgit.FS.prefetch_async/3).
	A single long-lived session progressively accumulates cache
state across many calls and needs consistent read semantics.

It is not the right shape for short scripts, one-shot clones,
or anywhere you'd rather pass a value than coordinate a process.
Concurrency model
Reads go directly to ETS (no GenServer call, no message copy of
the repo). This is 1-2 µs per read, safe under any number of
concurrent readers.
Writes are serialized through the handle process. Two concurrent
update/2 calls run one at a time; each sees the result of the
previous. This means long-running update functions (e.g. an
inline prefetch) will block other writes — if that matters, use
Exgit.FS.prefetch_async/3, which does the network work outside
the handle and only calls update/2 at the end to commit.
Lifecycle
The handle owns its ETS table. When the process exits for any
reason — normal stop, crash, Process.exit/2, supervisor
shutdown — the table is automatically destroyed by the BEAM.
Callers holding a dead handle get {:error, :dead_handle} from
fetch/1.
Clients that want the handle to outlive a supervision tree are
responsible for wiring it into the right supervisor themselves.
Example
{:ok, handle} = Exgit.RepoHandle.start_link(repo)

# Background prefetch — returns immediately.
{:ok, task} = Exgit.FS.prefetch_async(handle)

# Meanwhile, foreground reads work against the current snapshot.
repo_snapshot = Exgit.RepoHandle.fetch!(handle)
Exgit.FS.grep(repo_snapshot, "HEAD", "auth", max_count: 10)

# Wait for prefetch to finish, then do a full-repo search.
:ok = Exgit.FS.await_prefetch(task)
fresh_snapshot = Exgit.RepoHandle.fetch!(handle)
Exgit.FS.grep(fresh_snapshot, "HEAD", "auth") |> Enum.to_list()
Why ETS and not Agent.get/2
Agent.get/2 still sends a message to the agent process and
copies the state back. For a Repository with a large Promisor
cache that copy would be 10-100 MB per read — unacceptable for
a LiveView that reads on every keystroke.
ETS lookups on a :public, :read_concurrency: true table are
lock-free in the typical case and return a reference to the
stored term without copying (Erlang 26+ uses
read-only-off-heap binaries for large terms). One lookup is
~1-2 µs regardless of repo size.
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        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        fetch(handle)

      


        Fetch the current repository value.



    


    
      
        fetch!(handle)

      


        Same as fetch/1, but returns the repo directly and raises
ArgumentError if the handle is dead or if the table doesn't
exist. Callers that want to tolerate dead handles should use
fetch/1.



    


    
      
        fetch_once(handle, key, fetch_fn, timeout \\ 300_000)

      


        Run fetch_fn against the current repo, deduplicating concurrent
callers with the same key.



    


    
      
        put(handle, new_repo)

      


        Replace the stored repository value wholesale.



    


    
      
        start_link(initial_repo, opts \\ [])

      


        Start a handle owning initial_repo.



    


    
      
        stop(handle)

      


        Stop the handle process and destroy its ETS table.



    


    
      
        table(handle)

      


        Get the ETS table reference for a handle. Exposed so very
latency-sensitive callers can cache it across many reads.



    


    
      
        update(handle, fun, timeout \\ 60000)

      


        Apply fun to the current repo value and store the result.
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          @type t() :: pid() | atom()


      



  



  
    
      
    
    
      update_result()



        
          
        

    

  


  

      

          @type update_result() ::
  Exgit.Repository.t() | {:ok, Exgit.Repository.t()} | {:error, term()}
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec fetch(t()) :: {:ok, Exgit.Repository.t()} | {:error, :dead_handle | :no_table}


      


Fetch the current repository value.
Fast-path ETS lookup: no message send to the handle process, no
copy of the repo into this process's mailbox. Safe to call on
every hot-loop iteration.
Returns {:ok, repo} on success or {:error, :dead_handle} /
{:error, :no_table}. See fetch!/1 for a raising variant.
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          @spec fetch!(t()) :: Exgit.Repository.t()


      


Same as fetch/1, but returns the repo directly and raises
ArgumentError if the handle is dead or if the table doesn't
exist. Callers that want to tolerate dead handles should use
fetch/1.

  



    

  
    
      
    
    
      fetch_once(handle, key, fetch_fn, timeout \\ 300_000)



        
          
        

    

  


  

      

          @spec fetch_once(
  t(),
  term(),
  (Exgit.Repository.t() -> {:ok, Exgit.Repository.t()} | {:error, term()}),
  timeout()
) :: {:ok, Exgit.Repository.t()} | {:error, term()}


      


Run fetch_fn against the current repo, deduplicating concurrent
callers with the same key.
The canonical shape: multiple processes want to trigger the same
expensive network fetch (e.g. prefetch commit history for blame).
Without dedup, each caller fires its own identical network call
— wasteful.
With fetch_once/4:
	First caller for key runs fetch_fn(current_repo) OUTSIDE
the handle (in a linked Task) so the handle stays responsive
to other reads.
	Subsequent concurrent callers with the same key do NOT
re-run the fetch; they block waiting for the first caller's
result.
	Task completes → result commits to the handle's ETS, all
waiters receive the same return value.

fetch_fn receives the current repo snapshot and must return
{:ok, new_repo} or {:error, reason}.
Example
# Three LV users trigger blame on the same file at once.
# Each tries to prefetch history. fetch_once ensures only ONE
# network fetch happens; the other two wait.
RepoHandle.fetch_once(handle, {:history, commit_sha}, fn repo ->
  Exgit.FS.prefetch_history(repo, "HEAD")
end)
Errors
{:error, :dead_handle} if the handle isn't running. Propagates
fetch_fn's errors verbatim. If fetch_fn raises, throws, or
exits — or the fetch task is killed — all waiters receive
{:error, {:fetch_crashed, reason}}.

  



  
    
      
    
    
      put(handle, new_repo)



        
          
        

    

  


  

      

          @spec put(t(), Exgit.Repository.t()) :: :ok


      


Replace the stored repository value wholesale.
Primarily a convenience for callers who've computed a new repo
value outside the handle (e.g. an async prefetch task that
finished) and want to commit it atomically without another
round trip through the update function.

  



    

  
    
      
    
    
      start_link(initial_repo, opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(
  Exgit.Repository.t(),
  keyword()
) :: GenServer.on_start()


      


Start a handle owning initial_repo.
Options are forwarded to GenServer.start_link/3. Common ones:
	:name — register the handle under this name
	:hibernate_after — hibernate when idle


  



  
    
      
    
    
      stop(handle)



        
          
        

    

  


  

      

          @spec stop(t()) :: :ok


      


Stop the handle process and destroy its ETS table.

  



  
    
      
    
    
      table(handle)



        
          
        

    

  


  

      

          @spec table(t()) :: :ets.table()


      


Get the ETS table reference for a handle. Exposed so very
latency-sensitive callers can cache it across many reads.

  



    

  
    
      
    
    
      update(handle, fun, timeout \\ 60000)



        
          
        

    

  


  

      

          @spec update(t(), (Exgit.Repository.t() -> update_result()), timeout()) ::
  :ok | {:error, term()}


      


Apply fun to the current repo value and store the result.
fun runs inside the handle process — keep it fast.  If
fun returns {:ok, new_repo} the handle is updated and
:ok is returned. If fun returns {:error, reason} the
handle is unchanged and the error is surfaced.  Any other
return is treated as the new repo value directly.
Raises on timeout (default 60s) to surface deadlocks rather
than hide them.

  


        

      


  

    
Exgit.RepoRegistry 
    



      
Process-wide registry of shared RepoHandles keyed by URL.
Solves Chris's "scenario 3" from the design review: 100 LiveView
sessions searching the same repository should share ONE cache,
not each clone the repo independently.
First caller to get_or_start/2 for a given URL pays the
clone + prefetch cost. Subsequent callers for the same URL
receive the same handle — the cache is warm.
API
# Atomic get-or-start. Blocks until the repo is cloned and
# the handle is ready. Returns the existing handle on
# subsequent calls for the same URL.
{:ok, handle} = Exgit.RepoRegistry.get_or_start(url)

# Check without starting.
case Exgit.RepoRegistry.lookup(url) do
  {:ok, handle} -> handle
  :error -> nil
end

# Stop and remove a handle.
:ok = Exgit.RepoRegistry.stop(url)

# Introspection.
Exgit.RepoRegistry.count()
Exgit.RepoRegistry.list()
Concurrency
Concurrent calls to get_or_start/2 for the SAME URL serialize
at the registry GenServer; only one clone happens. Concurrent
calls for DIFFERENT URLs do NOT block each other in any
user-visible way (each hits a fast Registry.lookup; the slow
path serializes per-URL via a short-lived Mutex-equivalent
check inside the server).
Options
Per-URL options supplied to get_or_start/2 (e.g. :lazy,
:filter) are applied by the FIRST caller for that URL.
Subsequent callers' options are ignored (with a telemetry
event when they differ). Consumers who need different per-user
configs should use Exgit.clone/2 directly without the
registry.
Lifecycle
Handles started by the registry are linked to the registry
process. If the registry dies, all handles die. If a handle
dies (crash, explicit stop), the registry removes it from its
map and the next get_or_start/2 will start a fresh clone.
Start the registry as a named, singleton GenServer (typically
under the consumer's supervision tree). If not started, all
API calls error with :not_started.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        count()

      


        Number of active handles.



    


    
      
        get_or_start(url, clone_opts \\ [])

      


        Get an existing handle or start a fresh one.



    


    
      
        list()

      


        List all URLs currently in the registry.



    


    
      
        lookup(url)

      


        Lookup without starting. Returns {:ok, handle} or :error.



    


    
      
        start_link(opts \\ [])

      


        Start the RepoRegistry as a supervised GenServer.



    


    
      
        stop(url)

      


        Stop the handle for url and remove it from the registry.
Returns :ok whether or not the URL was registered.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      count()



        
          
        

    

  


  

      

          @spec count() :: non_neg_integer()


      


Number of active handles.

  



    

  
    
      
    
    
      get_or_start(url, clone_opts \\ [])



        
          
        

    

  


  

      

          @spec get_or_start(
  String.t(),
  keyword()
) :: {:ok, Exgit.RepoHandle.t()} | {:error, term()}


      


Get an existing handle or start a fresh one.
Blocks until the clone completes on the first call for a URL.
Subsequent calls return immediately.
Options
Forwarded to Exgit.clone/2 on the first call for a given URL.
Defaults: lazy: true.
Errors
	{:error, :not_started} — registry GenServer isn't running
	{:error, reason} — clone failed on the first call


  



  
    
      
    
    
      list()



        
          
        

    

  


  

      

          @spec list() :: [String.t()]


      


List all URLs currently in the registry.

  



  
    
      
    
    
      lookup(url)



        
          
        

    

  


  

      

          @spec lookup(String.t()) :: {:ok, Exgit.RepoHandle.t()} | :error


      


Lookup without starting. Returns {:ok, handle} or :error.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Start the RepoRegistry as a supervised GenServer.
Usually called by the consumer's supervision tree — the
library's own Exgit.Application does NOT start it, because
consumers who don't need cross-process sharing shouldn't pay
for a registry process they won't use.
Options are forwarded to GenServer.start_link/3.

  



  
    
      
    
    
      stop(url)



        
          
        

    

  


  

      

          @spec stop(String.t()) :: :ok


      


Stop the handle for url and remove it from the registry.
Returns :ok whether or not the URL was registered.

  


        

      


  

    
Exgit.Repository 
    



      
A git repository value.
Carries an object store, a ref store, optional on-disk path and
config, and a :mode that distinguishes eager-fully-populated
repositories from lazy ones.
:mode
The :mode field is part of the public API. It has two values:
	:eager — every reachable object is locally available. Streaming
FS operations (FS.walk/2, FS.grep/4) can iterate without
triggering network fetches or producing silent empty results.

	:lazy — backed by an ObjectStore.Promisor; some objects are
fetched on demand from the transport. Streaming FS operations
would either blow up (unbounded fetches mid-stream) or silently
skip missing objects, so they raise ArgumentError. Strict
FS operations (FS.read_path/3, FS.ls/3, FS.stat/3,
FS.write_path/4) work because they fetch as needed and return
{:ok, result, repo} for cache threading.


Convert a :lazy repo to :eager via materialize/2.
:mode defaults to :eager when constructing via new/3 without
an explicit :mode opt, so existing callers are unaffected.

      


      
        Summary


  
    Types
  


    
      
        memory_report()

      


        Structured memory usage report for a repository.



    


    
      
        mode()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        materialize(repo, reference)

      


        Convert a :lazy (Promisor-backed) repo into an :eager
(Memory-backed) one, fetching every reachable object from
reference through the Promisor's transport first.



    


    
      
        memory_report(repository)

      


        Returns a structured memory-usage report for repo.



    


    
      
        new(object_store, ref_store, opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      memory_report()



        
          
        

    

  


  

      

          @type memory_report() :: %{
  object_count: non_neg_integer() | :unknown,
  cache_bytes: non_neg_integer() | :unknown,
  commit_count: non_neg_integer() | :unknown,
  tree_count: non_neg_integer() | :unknown,
  blob_count: non_neg_integer() | :unknown,
  tag_count: non_neg_integer() | :unknown,
  max_cache_bytes: non_neg_integer() | :infinity,
  mode: mode(),
  backend: module()
}


      


Structured memory usage report for a repository.
	:object_count — total distinct objects in the cache
	:cache_bytes — compressed bytes stored (what
:max_cache_bytes bounds)
	:commit_count, :tree_count, :blob_count, :tag_count —
count of each object kind
	:max_cache_bytes — configured cap (:infinity if unbounded)
	:mode — repo mode (:eager or :lazy)
	:backend — the object-store module

Counts and :cache_bytes are :unknown for backends that can't
be introspected (Disk, user-defined stores).

  



  
    
      
    
    
      mode()



        
          
        

    

  


  

      

          @type mode() :: :eager | :lazy


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.Repository{
  config: Exgit.Config.t() | nil,
  mode: mode(),
  object_store: term(),
  path: Path.t() | nil,
  ref_store: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      materialize(repo, reference)



        
          
        

    

  


  

      

          @spec materialize(t(), String.t() | binary()) :: {:ok, t()} | {:error, term()}


      


Convert a :lazy (Promisor-backed) repo into an :eager
(Memory-backed) one, fetching every reachable object from
reference through the Promisor's transport first.
After materialization, the repo can be freely passed to streaming
operations (FS.walk/2, FS.grep/4) without any special setup —
the :mode is flipped to :eager as part of the same call.
On a repo that is already :eager, materialize returns the repo
unchanged.

  



  
    
      
    
    
      memory_report(repository)



        
          
        

    

  


  

      

          @spec memory_report(t()) :: memory_report()


      


Returns a structured memory-usage report for repo.
Designed for operational monitoring — agent hosts can poll this
between operations to track peak memory, detect unexpected
cache growth, and alert when a configured cap is approached.
Returns consistent shape across all object-store backends
(Memory, Disk, Promisor, SharedPromisor); counts and
:cache_bytes for backends without per-type bookkeeping (like
Disk) are :unknown. All keys are always present.
Examples
iex> {:ok, repo} = Exgit.clone(url, lazy: true)
iex> {:ok, repo} = Exgit.FS.prefetch(repo, "HEAD", blobs: true)
iex> Exgit.Repository.memory_report(repo)
%{
  object_count: 17_500,
  cache_bytes: 4_213_780,
  commit_count: 0,
  tree_count: 8_290,
  blob_count: 9_210,
  tag_count: 0,
  max_cache_bytes: :infinity,
  mode: :lazy,
  backend: Exgit.ObjectStore.Promisor
}
Use in an agent
repo
|> Exgit.Repository.memory_report()
|> log_to_your_observability_stack()

  



    

  
    
      
    
    
      new(object_store, ref_store, opts \\ [])



        
          
        

    

  


  

      

          @spec new(term(), term(), keyword()) :: t()


      



  


        

      


  

    
Exgit.Telemetry 
    



      
Telemetry event names and conventions for exgit.
SemVer
This module — including the event names and the metadata key sets
documented below — is part of exgit's public API under SemVer.
A major-version bump is required to rename an event or remove a
documented metadata key. New metadata keys may be added in any
release.
Span convention
All events follow the :telemetry.span/3
convention, so each logical operation emits three events:
	[..., :start] — measurements: %{system_time, monotonic_time}
	[..., :stop]  — measurements: %{duration, monotonic_time}
	[..., :exception] — when the operation raised

The duration is in :native time units — convert with
System.convert_time_unit(duration, :native, :microsecond).
Consumers attach to these events via :telemetry.attach/4. Dev/test
environments can bridge to OpenTelemetry via opentelemetry_telemetry;
see test/support/otel_console.ex for an example.
Event catalogue
Transport
	[:exgit, :transport, :fetch] — %{transport, url, wants_count, result_bytes, object_count}
	[:exgit, :transport, :ls_refs] — %{transport, url, ref_count}
	[:exgit, :transport, :push] — %{transport, url, update_count, pack_bytes}

Object store
	[:exgit, :object_store, :get] — %{store, sha, hit?}	hit?: true when a Promisor-backed store served from cache
	hit?: false when it had to go to the network
	omitted for stores that don't track this distinction


	[:exgit, :object_store, :put] — %{store, sha}
	[:exgit, :object_store, :object_size] — %{store, sha, hit?}	hit?: false covers both {:error, :not_found} and
{:error, :not_local} (a Promisor never fetches for a
size probe)


	[:exgit, :object_store, :has?] — %{store, sha, present?}
	[:exgit, :object_store, :fetch_and_cache] — %{sha, object_count, cache_bytes} (stop event only)
	[:exgit, :object_store, :haves_sent] — standalone
(non-span) event; measurements: %{count}; metadata: %{sha}
	[:exgit, :object_store, :cache_overfull] — standalone;
measurements: %{bytes, cap}; metadata: %{policy} where
policy is :log | :error | :callback. Fired when a
Promisor's eviction loop can't reduce cache_bytes below
max_cache_bytes (commit queue empty, only blobs/trees left).
	[:exgit, :object_store, :shared_promisor, :resolve] — span;
metadata: %{sha, hit?, partial?}. hit?: true means the
object was served from cache (promisor unchanged);
partial?: true means the fetch returned a pack but the
requested SHA wasn't in it (sibling objects were still
cached).
	[:exgit, :object_store, :shared_promisor, :put] — span;
metadata: %{sha, overfull: boolean}.
	[:exgit, :object_store, :shared_promisor, :get] — span;
metadata: %{sha, hit?}.
	[:exgit, :object_store, :shared_promisor, :has?] — span;
metadata: %{sha, present?}.

Ref store
	[:exgit, :ref_store, :write_failed] — standalone; measurements:
%{count}; metadata: %{ref, reason, context}. Fired when
Exgit.clone/2 with lazy: true (or filter:) encounters a
ref-store write failure while seeding the memory-backed ref
store.

Pack
	[:exgit, :pack, :parse] — %{byte_size, object_count}
	[:exgit, :pack, :stream_parse] — span; metadata: %{objects, object_count, checksum} on success, %{objects, error} on
failure. Fires when the HTTP transport's streaming parser path
runs — i.e., Transport.fetch was called with object_store:
in opts so pack bytes are decoded straight into the store
without buffering the full pack in memory.

FS
	[:exgit, :fs, :read_path] — %{reference, path}
	[:exgit, :fs, :ls] — %{reference, path, entry_count}
	[:exgit, :fs, :stat] — %{reference, path}
	[:exgit, :fs, :walk] — %{reference, file_count} (stop only)
	[:exgit, :fs, :grep] — %{reference, pattern, path_glob, match_count, files_scanned, bytes_scanned} (stop only)

Security
	[:exgit, :security, :ref_rejected] — standalone; measurements:
%{count}; metadata: %{source, ref}. source is either a
URL string (wire-layer rejection) or a
{:ref_store_disk, operation} tuple (defense-in-depth
rejection). Fired when a ref name fails
Exgit.RefName.valid?/1.


      


      
        Summary


  
    Functions
  


    
      
        emit_events()

      


        Canonical list of non-span events exgit emits.



    


    
      
        events()

      


        Canonical list of span-event prefixes exgit emits.



    


    
      
        span(event, metadata, fun)

      


        Wrap an operation with telemetry span events.



    


    
      
        with_handler(handler_fun, fun)

      


        Run fun with a caller-supplied telemetry handler attached
to every event in events/0. Handles attach / detach around
the call; returns whatever fun returns.



    





      


      
        Functions


        


  
    
      
    
    
      emit_events()



        
          
        

    

  


  

      

          @spec emit_events() :: [[atom()]]


      


Canonical list of non-span events exgit emits.
Unlike events/0 (which returns prefixes that get :start /
:stop / :exception suffixes appended by :telemetry.span),
these events fire once with :telemetry.execute/3. They
represent discrete occurrences — "the batched prefetch path
was abandoned and we fell back to the slow path" is a thing
that happens once, not a span of time.
Part of the public API under SemVer (same rules as events/0).

  



  
    
      
    
    
      events()



        
          
        

    

  


  

      

          @spec events() :: [[atom()]]


      


Canonical list of span-event prefixes exgit emits.
Returned as a list of 2- or 3-element atom lists without the
:start / :stop / :exception suffix. Callers who want to
attach to the stop event append :stop themselves; callers who
want all three use :telemetry.span's start/stop/exception
suffixes.
Part of the public API under SemVer — removing an event name or
renaming one is a major-version bump. Adding new event names is
not breaking.
Example
stops = for e <- Exgit.Telemetry.events(), do: e ++ [:stop]

:telemetry.attach_many("my-handler", stops, fn event, m, md, _ ->
  IO.inspect({event, m.duration, md})
end, nil)

  



  
    
      
    
    
      span(event, metadata, fun)



        
          
        

    

  


  

      

          @spec span([atom()], map(), (-> {:span, result, map()} | result)) :: result
when result: var


      


Wrap an operation with telemetry span events.
The callable MUST return one of two shapes:
	A tagged tuple {:span, result, extra_metadata} — the result is
returned to the caller unchanged; extra_metadata (a map) is
merged into the :stop event's metadata.
	Anything else — returned verbatim; :stop event metadata equals
the metadata passed in.

Using a tagged :span triple avoids ambiguity with library functions
that naturally return {:ok, map()} 2-tuples (e.g. push/4 returning
{:ok, %{ref_results: _}}).

  



  
    
      
    
    
      with_handler(handler_fun, fun)



        
          
        

    

  


  

      

          @spec with_handler(:telemetry.handler_function(), (-> result)) :: result
when result: var


      


Run fun with a caller-supplied telemetry handler attached
to every event in events/0. Handles attach / detach around
the call; returns whatever fun returns.
The caller owns the aggregation policy. We just provide the
plumbing.
Handler signature
Standard :telemetry handler:
(event_name, measurements, metadata, config) -> any. Runs in
the process that fired the event.
Examples
Dead-simple "print every event":
Exgit.Telemetry.with_handler(
  fn event, m, md, _ -> IO.inspect({event, m.duration, md}) end,
  fn ->
    {:ok, repo} = Exgit.clone(url, lazy: true)
    Exgit.FS.grep(repo, "HEAD", "foo") |> Enum.to_list()
  end
)
Aggregate into per-event totals in ETS:
table = :ets.new(:my_totals, [:public, :bag])

Exgit.Telemetry.with_handler(
  fn event, %{duration: d}, _md, _ ->
    :ets.insert(table, {event, d})
  end,
  fn -> my_agent_step() end
)

:ets.tab2list(table)
# => [{[:exgit, :fs, :grep, :stop], 11_340_000}, ...]
Bridge to OpenTelemetry:
Exgit.Telemetry.with_handler(
  &OpentelemetryTelemetry.handle_event/4,
  fn -> my_agent_step() end
)
Scope
Attaches to :stop events only. Callers who want start events
too should attach manually via :telemetry.attach_many/4 and
events/0.

  


        

      


  

    
Exgit.Transport protocol
    



      
Protocol for git transports — HTTP, file, and user-defined (e.g. SSH
or in-memory). Any struct that implements this protocol can be used
interchangeably with Exgit.clone/2, Exgit.fetch/3, and
Exgit.push/3.
Required callbacks
	capabilities/1 — returns the server's advertised capability map.
	ls_refs/2 — lists refs with optional prefix: filters. Returns
{:ok, refs, meta} where refs is always a list of
{ref_name, sha} 2-tuples and meta carries protocol-v2 side-
channel data (HEAD symref target, peeled tag targets, etc.).
	fetch/3 — returns {:ok, pack_bytes, summary} given wants and
optional haves:/depth:.
	push/4 — performs ref updates and sends the given pack.


      


      
        Summary


  
    Types
  


    
      
        ls_refs_meta()

      


        Side-channel metadata from an ls_refs/2 call. Keys



    


    
      
        ref_entry()

      


    


    
      
        ref_update()

      


    


    
      
        t()

      


        All the types that implement this protocol.



    





  
    Functions
  


    
      
        capabilities(transport)

      


    


    
      
        fetch(transport, wants, opts)

      


    


    
      
        ls_refs(transport, opts)

      


    


    
      
        push(transport, updates, pack, opts)

      


    





      


      
        Types


        


  
    
      
    
    
      ls_refs_meta()



        
          
        

    

  


  

      

          @type ls_refs_meta() :: %{
  optional(:head) => String.t(),
  optional(:peeled) => %{required(String.t()) => binary()}
}


      


Side-channel metadata from an ls_refs/2 call. Keys:
	:head — the ref name that HEAD symbolically points at
(e.g. "refs/heads/main"), when the server advertises it via
protocol-v2 symrefs. Absent for servers that don't, or for
repositories with a detached HEAD.
	:peeled — %{tag_ref => peeled_target_sha}. Only populated
for annotated tags when the server sends peeled:<sha> in
the ls-refs response. Useful for have negotiation.

Additional keys may be added in future versions; consumers should
treat the map as open.

  



  
    
      
    
    
      ref_entry()



        
          
        

    

  


  

      

          @type ref_entry() :: {ref :: String.t(), sha :: binary()}


      



  



  
    
      
    
    
      ref_update()



        
          
        

    

  


  

      

          @type ref_update() ::
  {ref :: String.t(), old_sha :: binary() | nil, new_sha :: binary() | nil}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: term()


      


All the types that implement this protocol.

  


        

      

      
        Functions


        


  
    
      
    
    
      capabilities(transport)



        
          
        

    

  


  

      

          @spec capabilities(t()) :: {:ok, map()} | {:error, term()}


      



  



  
    
      
    
    
      fetch(transport, wants, opts)



        
          
        

    

  


  

      

          @spec fetch(t(), [binary()], keyword()) :: {:ok, binary(), map()} | {:error, term()}


      



  



  
    
      
    
    
      ls_refs(transport, opts)



        
          
        

    

  


  

      

          @spec ls_refs(
  t(),
  keyword()
) :: {:ok, [ref_entry()], ls_refs_meta()} | {:error, term()}


      



  



  
    
      
    
    
      push(transport, updates, pack, opts)



        
          
        

    

  


  

      

          @spec push(t(), [ref_update()], binary(), keyword()) ::
  {:ok, map()} | {:error, term()}


      



  


        

      


  

    
Exgit.Transport.File 
    



      
Exgit.Transport implementation that reads from and writes to a
local on-disk git repository (bare or non-bare) without going
over the network.
Used by tests, by local roundtrip workflows, and as a reference
implementation of the transport protocol. fetch/3 walks the
disk object store to collect reachable objects and assembles a
pack; push/4 unpacks the received pack into disk and applies
ref updates with CAS semantics.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        capabilities(file)

      


    


    
      
        fetch(t, wants, opts \\ [])

      


    


    
      
        ls_refs(t, opts \\ [])

      


    


    
      
        new(path)

      


    


    
      
        push(t, updates, pack_bytes, opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.Transport.File{path: Path.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      capabilities(file)



        
          
        

    

  


  


  



    

  
    
      
    
    
      fetch(t, wants, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      ls_refs(t, opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      new(path)



        
          
        

    

  


  

      

          @spec new(Path.t()) :: t()


      



  



    

  
    
      
    
    
      push(t, updates, pack_bytes, opts \\ [])



        
          
        

    

  


  


  


        

      


  

    
Exgit.Transport.HTTP 
    



      
Exgit.Transport implementation for git smart-HTTP v2.
Speaks git protocol v2 over HTTPS using Req as the HTTP client.
Implements capabilities/1, ls_refs/2, fetch/3, and
push/4; supports want-ref, filter, sideband-all, and
symrefs extensions.
Credentials
The :auth field accepts either a bare auth tuple (auto-wrapped
in %Exgit.Credentials{} with host-binding) or an explicit
%Exgit.Credentials{} struct. Host-bound credentials refuse to
emit auth headers when the URL host doesn't match the bound
pattern, defending against cross-origin leaks through redirects
or user-supplied URLs.
TLS
verify_tls: true (default) uses :public_key.cacerts_get/0 and
enables hostname verification via :ssl.pkix_verify_hostname/3.
Redirects
Disabled by default to prevent any chance of credential leaks
through an unexpected redirect target. Opt-in via
redirect: :same_origin or redirect: :follow; host-binding on
:auth remains in force either way.

      


      
        Summary


  
    Types
  


    
      
        auth()

      


    


    
      
        auth_value()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        auth_headers_for(http, url)

      


        Compute the auth headers for a specific request URL. Exposed for
testing; production call-sites use request_opts/5 or do_request/5.



    


    
      
        capabilities(t)

      


        Discover the server's protocol-v2 capability advertisement.



    


    
      
        capabilities_cached(t)

      


        Return {capabilities, updated_transport} so the caller can thread
the transport forward and avoid re-discovering on every call.



    


    
      
        fetch(t, wants, opts \\ [])

      


        Fetch a pack for the given wants (20-byte SHAs) via the
protocol-v2 fetch command.



    


    
      
        ls_refs(t, opts \\ [])

      


        List the remote's refs via the protocol-v2 ls-refs command.



    


    
      
        new(url, opts \\ [])

      


        Build a transport for the git smart-HTTP remote at url.



    


    
      
        push(t, updates, pack_bytes, opts \\ [])

      


        Push ref updates and the accompanying pack_bytes via
git-receive-pack.



    


    
      
        request_opts(t, method, url, headers, body)

      


        Build the keyword list we'd pass to Req.request/1 for the given
request. Exposed publicly for test introspection; production code
goes through do_request/5.



    





      


      
        Types


        


  
    
      
    
    
      auth()



        
          
        

    

  


  

      

          @type auth() :: auth_value() | Exgit.Credentials.t()


      



  



  
    
      
    
    
      auth_value()



        
          
        

    

  


  

      

          @type auth_value() ::
  nil
  | {:basic, String.t(), String.t()}
  | {:bearer, String.t()}
  | {:header, String.t(), String.t()}
  | {:callback, (String.t() -> [{String.t(), String.t()}])}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.Transport.HTTP{
  auth: auth(),
  capabilities_cache: term(),
  connect_options: term(),
  connect_timeout: term(),
  max_refs: term(),
  receive_timeout: term(),
  redirect: term(),
  url: String.t(),
  user_agent: String.t(),
  verify_tls: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      auth_headers_for(http, url)



        
          
        

    

  


  

      

          @spec auth_headers_for(t(), String.t()) :: [{String.t(), String.t()}]


      


Compute the auth headers for a specific request URL. Exposed for
testing; production call-sites use request_opts/5 or do_request/5.
This is the enforcement point for credential host-binding: a
%Exgit.Credentials{} with a non-matching host pattern returns []
regardless of what the caller thought they attached.

  



  
    
      
    
    
      capabilities(t)



        
          
        

    

  


  

      

          @spec capabilities(t()) :: {:ok, map()} | {:error, term()}


      


Discover the server's protocol-v2 capability advertisement.
Performs the info/refs?service=git-upload-pack discovery GET and
parses the advertisement into a map keyed by capability name
(string keys; well-known entries like :version get structured
values). Returns {:error, :server_does_not_support_v2} for
protocol-v1-only servers, {:error, {:malformed_response, reason}}
when the body is not valid pkt-line framing.
A struct carrying a memoized capabilities_cache (see
capabilities_cached/1) returns the cached result without HTTP.

  



  
    
      
    
    
      capabilities_cached(t)



        
          
        

    

  


  

      

          @spec capabilities_cached(t()) :: {term(), t()}


      


Return {capabilities, updated_transport} so the caller can thread
the transport forward and avoid re-discovering on every call.
The default fetch/ls-refs paths still accept a non-cached transport
(to preserve backward compatibility with struct-sharing callers);
capabilities_cached/1 is the opt-in path for workflows that make
many small fetches against the same transport.

  



    

  
    
      
    
    
      fetch(t, wants, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch(t(), [binary()], keyword()) :: {:ok, binary(), map()} | {:error, term()}


      


Fetch a pack for the given wants (20-byte SHAs) via the
protocol-v2 fetch command.
Returns {:ok, pack_bytes, summary}. With :object_store the
pack is stream-parsed straight into the store — pack_bytes is
<<>> and summary carries :objects and the updated :store.
Without it, pack_bytes is the raw pack for the caller to parse.
Sideband channel-3 server messages surface as
{:error, {:server_error, msg}}.
Options
	:haves — SHAs the client already has, for negotiation.
	:depth — shallow-clone depth (deepen).
	:filter — partial-clone filter spec (e.g. "blob:none").
	:object_store — an Exgit.ObjectStore to stream objects
into as they arrive (bounded memory on multi-GB packs).
	:sideband, :thin_pack, :ofs_delta — explicit feature
overrides; by default they're negotiated from the server's
advertised capabilities.


  



    

  
    
      
    
    
      ls_refs(t, opts \\ [])



        
          
        

    

  


  

      

          @spec ls_refs(
  t(),
  keyword()
) ::
  {:ok, [Exgit.Transport.ref_entry()], Exgit.Transport.ls_refs_meta()}
  | {:error, term()}


      


List the remote's refs via the protocol-v2 ls-refs command.
Returns {:ok, refs, meta} where refs is a list of
{ref_name, sha} 2-tuples and meta carries protocol-v2
side-channel data (:head symref target, :peeled tag targets) —
see Exgit.Transport.ls_refs_meta/0. Invalid ref names from the
server are dropped (with [:exgit, :security, :ref_rejected]
telemetry); more than max_refs refs aborts with
{:error, {:too_many_refs, cap}}.
Options
	:prefix — ref-prefix filter or list of filters
(e.g. "refs/heads/"); default [] (all refs).
	:symrefs — ask for symref targets, revealing where HEAD
points (default true).
	:peeled — ask for peeled:<sha> attributes on annotated
tags (default true).


  



    

  
    
      
    
    
      new(url, opts \\ [])



        
          
        

    

  


  

      

          @spec new(
  String.t(),
  keyword()
) :: t()


      


Build a transport for the git smart-HTTP remote at url.
Options
	:auth — credentials; a bare auth tuple (auto-wrapped in a
host-bound %Exgit.Credentials{}) or an explicit
%Exgit.Credentials{} struct. See the module doc.
	:user_agent — the user-agent header value.
	:connect_timeout — connect timeout in milliseconds
(default 10_000).
	:receive_timeout — response-body timeout in milliseconds
(default 300_000); :infinity disables.
	:verify_tls — TLS peer verification (default true).
	:connect_options — extra transport options merged into the
library's TLS defaults (custom CA bundles, mTLS, SNI).
	:redirect — redirect policy: false (default),
:same_origin, or :follow.
	:max_refs — cap on refs accepted from a single ls-refs
response (default 1000000). ls_refs/2 aborts with
{:error, {:too_many_refs, cap}} when a server exceeds it —
a backstop against a hostile server streaming unbounded refs
into client memory.


  



    

  
    
      
    
    
      push(t, updates, pack_bytes, opts \\ [])



        
          
        

    

  


  

      

          @spec push(t(), [Exgit.Transport.ref_update()], binary(), keyword()) ::
  {:ok, %{ref_results: [{String.t(), :ok | :error}]}} | {:error, term()}


      


Push ref updates and the accompanying pack_bytes via
git-receive-pack.
Each update is a {ref, old_sha, new_sha} 3-tuple (20-byte SHAs;
nil means the all-zero SHA, i.e. create/delete). Returns
{:ok, %{ref_results: [{ref, :ok | :error}]}} parsed from the
server's report-status response, or
{:error, {:malformed_response, reason}} when the report is not
valid pkt-line framing.

  



  
    
      
    
    
      request_opts(t, method, url, headers, body)



        
          
        

    

  


  

      

          @spec request_opts(
  t(),
  atom(),
  String.t(),
  [{String.t(), String.t()}],
  binary() | nil
) :: keyword()


      


Build the keyword list we'd pass to Req.request/1 for the given
request. Exposed publicly for test introspection; production code
goes through do_request/5.

  


        

      


  

    
Exgit.Walk 
    



      
Commit graph traversal — ancestors/3 and merge_base/2.
Ordering
	:date (default) — yields commits by descending author timestamp.
A gb_sets-backed priority queue keeps the frontier in order.
	:topo — Kahn-style topological order. A commit is never emitted
before any of its descendants. Implementation: we first compute
indegrees over the reachable subgraph (with respect to outgoing
"parent" edges — i.e. a commit's indegree counts how many of its
known descendants have not yet been emitted); then we drain
commits with indegree zero and decrement parents.

Merge base
merge_base/2 uses a frontier-marking BFS (git's classic
"paint-down" algorithm). No ancestor set is materialized in full;
the search stops as soon as the frontier is dominated by known
common ancestors. This is O(commits until first LCA found), not
O(|ancestors(a)| + |ancestors(b)|).

      


      
        Summary


  
    Types
  


    
      
        repo()

      


    





  
    Functions
  


    
      
        ancestors(repo, start_sha, opts \\ [])

      


    


    
      
        merge_base(repo, list)

      


        Find a single lowest-common-ancestor (LCA) commit for the given
SHAs.



    


    
      
        merge_base_all(repo, list)

      


        Find all lowest-common-ancestor commits for a pair of SHAs.



    





      


      
        Types


        


  
    
      
    
    
      repo()



        
          
        

    

  


  

      

          @type repo() :: %{object_store: term()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      ancestors(repo, start_sha, opts \\ [])



        
          
        

    

  


  

      

          @spec ancestors(repo(), binary(), keyword()) :: Enumerable.t()


      



  



  
    
      
    
    
      merge_base(repo, list)



        
          
        

    

  


  

      

          @spec merge_base(repo(), [binary()]) :: {:ok, binary()} | {:error, :none}


      


Find a single lowest-common-ancestor (LCA) commit for the given
SHAs.
When multiple LCAs exist (a criss-cross merge has two), merge_base/2
picks one deterministically:
	newest by author timestamp, wins
	ties broken by SHA (ascending)

This is not identical to git merge-base's tie-break in every
case: git uses a traversal-order-dependent choice that can be hard
to replicate without cloning git's exact implementation. Both
libraries return a semantically-correct LCA; for workflows that
need the full set (e.g. a three-way merge), use
merge_base_all/2.
Returns {:ok, sha} on success or {:error, :none} when the
commits share no common ancestor.

  



  
    
      
    
    
      merge_base_all(repo, list)



        
          
        

    

  


  

      

          @spec merge_base_all(repo(), [binary()]) :: {:ok, [binary()]} | {:error, :none}


      


Find all lowest-common-ancestor commits for a pair of SHAs.
Equivalent to git merge-base --all — returns every commit that
is an ancestor of both inputs AND is not an ancestor of any other
such commit. Most histories return a singleton list; criss-cross
merges return 2+.
Currently only supports pairs. For N > 2, compose pairwise.

  


        

      


  

    
Exgit.Workspace 
    



      
An agent-loop working tree on top of a git ref.
A workspace pairs (repository, base_ref, head_tree):
	:base_ref — the starting point ("HEAD", a branch, a commit SHA).
	:head_tree — the current working tree's SHA. nil when the
workspace is pristine; reads in that state pass through to
base_ref. Set to a 20-byte tree SHA after the first write.

Every state of the workspace is a real git tree object. Snapshots
are 20-byte SHAs you can persist and replay; commits are an O(1)
hash-and-store on top of the head tree; branching the workspace
for parallel exploration is ws_b = ws_a — the struct is a value,
no copy needed.
Lifecycle
ws = Exgit.Workspace.open(repo, "main")
{:ok, ws} = Exgit.Workspace.write(ws, "lib/foo.ex", new_source)
{:ok, ws} = Exgit.Workspace.rm(ws, "lib/old.ex")

{:ok, content, ws} = Exgit.Workspace.read(ws, "lib/foo.ex")
{:ok, [{:modified, "lib/foo.ex"}, {:deleted, "lib/old.ex"}], ws}
  = Exgit.Workspace.diff(ws)

{:ok, commit_sha, ws} =
  Exgit.Workspace.commit(ws,
    message: "agent: refactor",
    author: %{name: "agent", email: "agent@example.com"},
    update_ref: "refs/heads/agent-turn-1")
Snapshot / restore
saved = Exgit.Workspace.snapshot(ws)   # :pristine | <<20-byte sha>>
ws = Exgit.Workspace.restore(ws, saved)
Snapshots are opaque values you can stash anywhere — a database,
another conversation, a Linear comment. To replay an agent's run
end-to-end, restore from the saved value.
Branching
Pass the same workspace to two parallel computations; each gets its
own threaded state.
ws_a = ws
ws_b = ws

{:ok, ws_a} = Exgit.Workspace.write(ws_a, "lib/x.ex", "...")
{:ok, ws_b} = Exgit.Workspace.write(ws_b, "lib/x.ex", "different")
ws_a and ws_b now diverge. The underlying object store is shared
(each write puts new blobs/trees) but neither workspace's head_tree
references the other's writes.
VFS integration
When :vfs is loaded, Exgit.Workspace implements VFS.Mountable
and can be mounted into a %VFS{} mount table. See
Exgit.Workspace.VFS.

      


      
        Summary


  
    Types
  


    
      
        change()

      


        An entry returned by diff/1. Path is relative to the repo root.



    


    
      
        identity()

      


        Identity for commit/2. Either a pre-formatted git identity string
("Name <email> ts +tz") used verbatim, or a %{name:, email:} map
which is rendered with the current timestamp at UTC.



    


    
      
        snapshot()

      


        Opaque snapshot value. Either the sentinel :pristine or a 20-byte
tree SHA.



    


    
      
        t()

      


    





  
    Functions
  


    
      
        checkout(ws, ref)

      


        Switch the workspace's base_ref. Discards any uncommitted writes
(head_tree is reset to nil).



    


    
      
        commit(ws, opts)

      


        Materialize the working tree as a commit object.



    


    
      
        diff(ws)

      


        Compare the workspace's working state against base_ref, returning
a list of {:added | :modified | :deleted, path} entries.



    


    
      
        exists?(ws, path)

      


        Whether path exists in the current working state.



    


    
      
        ls(ws, path)

      


        List names of entries directly under path. Sorted lexicographically.



    


    
      
        materialize(ws)

      


        Convert a lazy partial-clone repo to eager mode by prefetching every
object reachable from the workspace's effective ref. After this,
streaming ops (walk/1, Exgit.FS.grep/4) work without per-blob
network round-trips.



    


    
      
        open(repo, ref \\ "HEAD")

      


        Open a workspace over repo rooted at ref (default "HEAD").



    


    
      
        read(ws, path)

      


        Read the file at path. Returns the blob bytes plus the threaded
workspace.



    


    
      
        restore(ws, tree)

      


        Replace the workspace's head tree with a previously-captured snapshot.



    


    
      
        rm(ws, path, opts \\ [])

      


        Remove the entry at path.



    


    
      
        snapshot(workspace)

      


        Capture the workspace's working state as an opaque snapshot value.



    


    
      
        stat(ws, path)

      


        Stat the entry at path. Returns %{type: :blob | :tree | :submodule, mode:, size:}.



    


    
      
        walk(ws)

      


        Stream every blob path under the workspace's working state. Like
Exgit.FS.walk/2, requires the underlying repo to be :eager —
call materialize/1 first on lazy partial-clone repos.



    


    
      
        write(ws, path, content)

      


        Write content to path. Creates intermediate directories
implicitly. Refuses to overwrite a directory.



    





      


      
        Types


        


  
    
      
    
    
      change()



        
          
        

    

  


  

      

          @type change() :: {:added | :modified | :deleted, String.t()}


      


An entry returned by diff/1. Path is relative to the repo root.

  



  
    
      
    
    
      identity()



        
          
        

    

  


  

      

          @type identity() :: String.t() | %{name: String.t(), email: String.t()}


      


Identity for commit/2. Either a pre-formatted git identity string
("Name <email> ts +tz") used verbatim, or a %{name:, email:} map
which is rendered with the current timestamp at UTC.

  



  
    
      
    
    
      snapshot()



        
          
        

    

  


  

      

          @type snapshot() :: :pristine | binary()


      


Opaque snapshot value. Either the sentinel :pristine or a 20-byte
tree SHA.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Exgit.Workspace{
  base_ref: String.t() | binary(),
  head_tree: binary() | nil,
  repo: Exgit.Repository.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      checkout(ws, ref)



        
          
        

    

  


  

      

          @spec checkout(t(), String.t()) :: {:ok, t()}


      


Switch the workspace's base_ref. Discards any uncommitted writes
(head_tree is reset to nil).

  



  
    
      
    
    
      commit(ws, opts)



        
          
        

    

  


  

      

          @spec commit(
  t(),
  keyword()
) :: {:ok, binary(), t()} | {:error, term()}


      


Materialize the working tree as a commit object.
Required options:
	:message — commit message (a binary, with or without trailing newline).
	:author — identity/0.

Optional:
	:committer — defaults to :author.
	:update_ref — false (default) leaves refs untouched; the
caller takes the returned commit SHA. A binary like
"refs/heads/agent-turn-1" writes that ref to point at the new
commit and tracks it as the workspace's new base_ref. The ref
may already exist; it is overwritten.

After commit, head_tree is cleared and base_ref advances to
identify where the new commit lives:
	update_ref: false → base_ref becomes the commit SHA (binary).
	update_ref: "refs/heads/foo" → base_ref becomes that string.

Returns {:error, :nothing_to_commit} if the workspace is pristine.

  



  
    
      
    
    
      diff(ws)



        
          
        

    

  


  

      

          @spec diff(t()) :: {:ok, [change()], t()} | {:error, term()}


      


Compare the workspace's working state against base_ref, returning
a list of {:added | :modified | :deleted, path} entries.
A pristine workspace returns {:ok, [], ws} immediately.

  



  
    
      
    
    
      exists?(ws, path)



        
          
        

    

  


  

      

          @spec exists?(t(), String.t()) :: {boolean(), t()}


      


Whether path exists in the current working state.

  



  
    
      
    
    
      ls(ws, path)



        
          
        

    

  


  

      

          @spec ls(t(), String.t()) :: {:ok, [String.t()], t()} | {:error, term()}


      


List names of entries directly under path. Sorted lexicographically.

  



  
    
      
    
    
      materialize(ws)



        
          
        

    

  


  

      

          @spec materialize(t()) :: {:ok, t()} | {:error, term()}


      


Convert a lazy partial-clone repo to eager mode by prefetching every
object reachable from the workspace's effective ref. After this,
streaming ops (walk/1, Exgit.FS.grep/4) work without per-blob
network round-trips.
No-op for already-eager repos.

  



    

  
    
      
    
    
      open(repo, ref \\ "HEAD")



        
          
        

    

  


  

      

          @spec open(Exgit.Repository.t(), String.t()) :: t()


      


Open a workspace over repo rooted at ref (default "HEAD").
The workspace starts pristine — head_tree is nil, reads go
straight to ref.

  



  
    
      
    
    
      read(ws, path)



        
          
        

    

  


  

      

          @spec read(t(), String.t()) :: {:ok, binary(), t()} | {:error, term()}


      


Read the file at path. Returns the blob bytes plus the threaded
workspace.

  



  
    
      
    
    
      restore(ws, tree)



        
          
        

    

  


  

      

          @spec restore(t(), snapshot()) :: t()


      


Replace the workspace's head tree with a previously-captured snapshot.
The snapshot's referenced objects must already be in the underlying
repo's object store — this is the case when the snapshot was produced
by a workspace sharing the same store.

  



    

  
    
      
    
    
      rm(ws, path, opts \\ [])



        
          
        

    

  


  

      

          @spec rm(t(), String.t(), keyword()) :: {:ok, t()} | {:error, term()}


      


Remove the entry at path.
Options:
	:recursive — when true, removing a directory removes its
contents. Default false; without it, directory removal returns
{:error, :eisdir}.


  



  
    
      
    
    
      snapshot(workspace)



        
          
        

    

  


  

      

          @spec snapshot(t()) :: snapshot()


      


Capture the workspace's working state as an opaque snapshot value.
Returns :pristine for a workspace with no writes, otherwise the
20-byte tree SHA. Persistable, transferable, and replayable via
restore/2.

  



  
    
      
    
    
      stat(ws, path)



        
          
        

    

  


  

      

          @spec stat(t(), String.t()) :: {:ok, Exgit.FS.stat(), t()} | {:error, term()}


      


Stat the entry at path. Returns %{type: :blob | :tree | :submodule, mode:, size:}.

  



  
    
      
    
    
      walk(ws)



        
          
        

    

  


  

      

          @spec walk(t()) :: Enumerable.t()


      


Stream every blob path under the workspace's working state. Like
Exgit.FS.walk/2, requires the underlying repo to be :eager —
call materialize/1 first on lazy partial-clone repos.

  



  
    
      
    
    
      write(ws, path, content)



        
          
        

    

  


  

      

          @spec write(t(), String.t(), binary()) :: {:ok, t()} | {:error, term()}


      


Write content to path. Creates intermediate directories
implicitly. Refuses to overwrite a directory.

  


        

      


  

    
Exgit.Workspace.VFS 
    



      
VFS.Mountable defimpl for Exgit.Workspace.
Loaded only when :vfs is available — Exgit.Workspace is
fully usable without :vfs for direct API access. Mounting
a workspace into a %VFS{} mount table makes it interoperable
with other backends (in-memory scratch, postgres, S3) under one
tree.
ws = Exgit.Workspace.open(repo, "main")
fs = VFS.new() |> VFS.mount("/repo", ws)

{:ok, content, fs} = VFS.read_file(fs, "/repo/lib/foo.ex")
{:ok, fs} = VFS.write_file(fs, "/repo/lib/foo.ex", new_source)
The mount table threads workspace state through every op, so
cache growth from lazy fetches and head_tree advancement
from writes are both visible to subsequent calls.
Capabilities
[:read, :write, :lazy]. We do not claim :mkdir: git trees
cannot represent empty directories, so a faithful mkdir/3
has no honest semantics. Writes implicitly create parents (vfs
explicitly supports this for flat-keyed backends).
Mutations through vfs vs git-aware ops
File-shaped mutations (write_file, rm) flow through this
impl. Git-aware ops (Exgit.Workspace.commit/2,
snapshot/1, restore/2, diff/1, checkout/2) are not
part of VFS.Mountable — agents reach for them on the
workspace struct directly.
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